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Abstract

Cloud computing is described by NIST as a model for enabling network access to a
shared pool of computing resources that can be rapidly provisioned and released with
minimal management effort or service provider interaction. With the advantages such
as flexibility, scalability and expenditure reduction, cloud computing attract many en-
terprises to begin to consider the migration of applications into Cloud. However, open
issues like cloud reliability, economic requirements, performance goals, compliance en-
forcement and information safety should be certainly taken into account. In this thesis
we focus on identifying and classifying risks with different migration types according
to the template defined by IRM, developing a migration support system that supports
stakeholders to make decisions before migration applications to the Cloud, implementing
the system logic as a set of Web service, and evaluating the system.
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1 Introduction

This thesis is aimed at arranging all the risks that occur by migrating to the Cloud
in a template by Institute of Risk Management and trying to implement a decision
support system based on risk assessment. The main contents involve the summary of
related works, introducing the new catalogue of risk, design and implement as well as
the evaluation of a decision support system. In the first chapter the motivation of this
work is described, and the scope of problem as well as the outlining of this thesis is
explained.

1.1 Motivation

Nowadays cloud computing is a popular topic for blogging and white papers and has
been featured in the title of workshops, conferences and even magazines [1]. It also
has been under a growing spotlight in both industrial and academic areas [2]. With
its scalability, high-availability, flexibility and cost efficiency cloud computing has now
emerged to become one of the best solutions for companies who want to revamp and
enhance their IT infrastructures. However, many practical experience evidences that
there are some certain issues and problems along with these advantages. It is no need to
recommend everyone to adapt to this new technology, but it is also wise to recognize the
risks associated with the cloud migration, so as to avoid the possibility of future issues.
Therefore security becomes one of the most major issues of cloud computing.

Recently many works are concentrated on identifying the risks occurring by the cloud
adoption and some organization like National Institute of Standards and Technology
(NIST) has already given such a comprehensive analysis of its contexts, likelihood and
consequences [3]. While Microsoft has established a mechanism related to this, which is
concerning what and where may be happen by migration and how to deal with it [4].
PlanForCloud.com even provides a spreadsheet of risks as the basis of decision making
for discussing in an arrangement meeting [5]. On the other side, the Institute of Risk
Management (IRM) has defined a risk management standard of how to describe the
risks with all the possible information including risk name, scope, nature, stakeholder,
quantification, appetite, treatment, improvement and policy development as well [6].
However there are no works yet focused on risks definition of cloud computing by using
this IRM standard of risk description since 2002.

At the meanwhile lots of documents such as the research by Ali Khajeh-Hosseini et al.
[7] are involved to provide an efficient way to help the user for an overall analysis with
benefits and risks, who wants to migrate applications or infrastructures to the cloud.
Decision support system has revealed its superiority by offering a direct and visualized
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1 Introduction

mean for decision maker. So a kind of decision support system based on risk assessment
is on demand.

By all accounts, applying the template offered by IRM to identify all the risks by the
cloud migration and designing a risk assessment-based decision support system is the
initial motivation of this work.

1.2 Problem Definition and Goal

This work aims to set up a new risk catalogue concerning cloud adoption which is based
on the template defined by IRM, and then develop a system to provide the user an
intuitive mean to understand which risks they may confront with what kind of effects and
how to avoid these risks occurring or mitigate their negative consequences, and eventually
may help to make decisions. Therefore this thesis focuses on 2 main problems:

1. How to adapt all the risks to the IRM standards of risk description and expand it
with all the information needed?

2. How to address risks with considering different deployment models as well as mi-
gration types and return all the possible risks to the user in a user-friendly decision
support system.

To the first problem, this work is based on a full understanding of IRM standards of risk
management and devoted to identify all risks of cloud migration by referencing over 50
scientific literatures and technical reports, and then tried to adapt all the associated in-
formation to the corresponding attributes and features of the template of risk definition.
To the second problem, massive works has been done to confirm the risks occurrence
related to different deployment models and different migration types. Hence a complex
database is established to record all the relationships between risks and these models as
well as types and some questions are additionally asked for to enhance the accuracy of
risk searching.

There are also some technical problems in how to design the system in order to offer a
powerful function with a simple interface and convenient operations, and how to set up
the data relations in a rational database for a better searching ability and return all the
needed information to the users.

1.3 Outline

In this work the following research approach is applied: collecting the related works
about cloud migration, risk management and decision support system, developing new
risk catalogue, analyzing requirements, designing system, implementing and evaluating
the prototype.

This thesis consists of 6 chapters. After outlining the thesis, the fundamentals of cloud
computing and cloud migration are introduced in chapter 2. Some decision support
systems are presented such as the Cloud Adoption Toolkit from Khajeh-Hosseini et al.
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[8] and the conceptual model of decision making for cloud migration by Andrikopoulos et
al. [9]. The knowledge of ISO 31000 standards for risk management is also concerned. In
chapter 3 we tried to apply the standard of risk description by IRM and developed a full-
detailed catalogue of risks by cloud adoption. Chapter 4 explains the requirements and
specifications of a decision support system and focuses on the design and implementation
of a risk assessment-based system named RaDSuS. Finally the evaluation of this system
that is based on use cases related to the migration of exiting application to the cloud is
presented in Chapter 6.

Risk assessment-based decision support for the migration of applications to the Cloud 3





2 Background

In this chapter some basic knowledge concerning cloud computing is described first,
then some related works about migration are referring to and the template from IRM is
introduced and discussed.

2.1 Cloud Computing

Nowadays there is a new trend that more and more enterprises choose cloud comput-
ing for IT solutions. Cloud computing is an on-demand service model for IT provision,
mostly based on virtualization and distributed computing technologies. It allows the
company to get their applications up and running faster, with improved manageabil-
ity and less maintenance. It also enables IT to more rapidly adjust available resources
to match the fluctuating and unpredictable business demand. With the advantages of
scalability, flexibility, optimal resource utilization and reduced capital costs, cloud com-
puting get more attention from all trades and professions. Therefore this new economic
model for computing has found fertile ground and is seeing massive global investment.
According to the analysis from International Data Corporation (IDC), the worldwide
forecast for cloud services in 2013 amounts to $44.2 billion, with the European market
ranging from 971 million in 2008 to 6.005 billion in 2013 [10].

Cloud computing architectures have many features as following [3]:

• Highly abstracted resources

• Instantaneous provisioning

• Near instant scalability and flexibility

• Shared resources (hardware, database, memory, etc.)

• service on demand

• Programmatic management (e.g., through WS API)

According to the recent established definition by NIST, cloud computing is described as
a model for enabling network to access to a shared pool of computing resources that can
be rapidly provisioned and released with minimal management effort or service provider
interaction. This cloud model is composed of three service models and four deployment
models [11].

5



2 Background

2.1.1 Service Models

Cloud computing providers offer their services with different models: software as a service
(SaaS), platform as a service (PaaS) and infrastructure as a service (IaaS) where IaaS is
the basic and each higher model abstracts from the details of the lower models [12].

• SAAS
The capability provided to the consumer is to use the providers applications run-
ning on a cloud infrastructure. Cloud provides a special collection of software for
the consumer to access through a client interface or a program interface. The con-
sumer doesnt need to manage the issues such as software installation, upgrades and
maintenance. SaaS is usually referred to web-based software, on demand software,
or hosted software.

• PAAS
Cloud providers deliver a computing platform and a solution stack as a service.
It allows the consumer to create the software using tools and libraries, which are
offered by service provider, and to deploy applications and configure settings. It
is no need for consumer to manage or control the cloud infrastructure such as net-
work, servers, storage and operating system.

• IAAS
The consumer is provided with all infrastructure components such as servers, net-
work capacity, storage, communication devices, archiving and backup system and
other components of data center and network infrastructure from cloud provider.
The cloud provider is responsible for housing, running and maintaining the hard-
ware.

With the rapid development of the cloud computing, more models with the key com-
ponent as the form X as a service (XaaS) were created, such as database as a service,
strategy as a service, process as a service, etc. In 2012, communication as a service
(CaaS) and network as a service (NaaS) were formally included to the family of cloud
computing models by International Telecommunication Union (ITU), which indicates a
brilliant and broad prospect of cloud computing.

2.1.2 Deployment Models

Depending on the kind of cloud deployment, the cloud may have limited private com-
puting resources, or may have access to large quantities of remotely accessed resources.
The different deployment models present a number of tradeoffs in how customers can
control their resources, and the scale, cost, and availability of resources [13].

• Public Cloud
The cloud infrastructure is provisioned for open use by the general public. It may

6 Risk assessment-based decision support for the migration of applications to the Cloud



2 Background

be owned, managed, and operated by a business, academic, or government orga-
nization, or some combination of them. It exists on the premises of the cloud
provider.

• Private Cloud
The cloud infrastructure is provisioned for exclusive use by a single organization
comprising multiple consumers (e.g., business units). It may be owned, managed,
and operated by the organization, a third party, or some combination of them, and
it may exist on or off premises.

• Community Cloud
The cloud infrastructure is provisioned for exclusive use by a specific community
of consumers from organizations that have shared concerns (e.g., mission, security
requirements, policy, and compliance considerations). It may be owned, managed,
and operated by one or more of the organizations in the community, a third party,
or some combination of them, and it may exist on or off premises.

• Hybrid Cloud
The cloud infrastructure is a composition of two or more distinct cloud infrastruc-
tures (private, community, or public) that remain unique entities, but are bound
together by standardized or proprietary technology that enables data and applica-
tion portability (e.g., cloud bursting for load balancing between clouds).

Considering the security, public cloud has a higher risk associated with data protection,
as the data are accessible by the public. In comparison to public, private cloud is an
infrastructure solely operated for one organization. The data in private cloud are more
secure, since on one apart from the organization has access to it. Controlling over data
on community cloud is higher than public cloud and the security concerns are more than
the private cloud since there are a number of organizations using the infrastructure.
Finally the hybrid model is a combination of two or more public and private cloud with
all the risks occurring on these two models.

2.2 Cloud Migration

According to the definition from Techopedia [14]:

”Cloud migration is the process of partially or completely deploying an orga-
nization’s digital assets, services, IT resources or applications to the cloud.
The migrated assets are accessible behind the cloud’s firewall.”

Cloud migration facilitates the adoption of flexible cloud computing. Cloud migration
is so critical, that it will directly influence the future system performance, efficiency and
costs, thus it require an explicit analysis, exact planning and execution before migration
to ensure the solution on demand.

Risk assessment-based decision support for the migration of applications to the Cloud 7



2 Background

2.2.1 Application Architecture

Figure 2.1 illustrates the architecture of an application, which can be seen as 3 layers
according to Fowler et al. [15]: presentation, business logic and data. In comparison with
migrating the virtual machines of applications on IaaS model, PaaS and SaaS offerings
of cloud providers enable alternative options of migration for applications, i.e. moving
one architectural layer to the cloud instead of the whole application. Furthermore a set
of architectural components from one or more layers can also be moved to the cloud with
considering different deployment models.

Figure 2.1: 3-Layer-Architecture of Application with Deployment Models and Possible
Migrations [16]

2.2.2 Migration Type

In order to distinguish between different approaches of migrating an existing application
to the cloud, four types of migration are defined [16]:

• Type I
Replace one or more (architectural) components to the Cloud, which usually re-
fer to some data and/or business logics. It is the least invasive way of migration
with some risks. As a result, a series of activities like configurations, rewriting
and adaption will be triggered to deal with the incompatibilities, which may be
happened after migration.

8 Risk assessment-based decision support for the migration of applications to the Cloud
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• Type II
Migrate one or more application layers or a set of architectural components, which
are interactive and implement the same functionality from one or more layers, to
the Cloud. It is so-called partially migration.

• Type III
Migrate the whole software stack of the application to the Cloud. This is the clas-
sic and typical way of migration, by means of encapsulating relevant applications
into a number of Virtual Machines and then running in the Cloud.

• Type IV
Migrate the application completely into the Cloud. That means all the data lay-
ers and business logic layer are moved and served as a composition of the Cloud
Services, with some adaptive actions.

2.3 Decision Support Systems for Cloud Migration

2.3.1 Decision Support Systems

From the existing works we already know that migrating of applications to the Cloud
is a multi-dimensional problem with comprehensive analysis and detailed research, and
always with feedback loops as well. To find an appropriate Cloud offering, a series of
decisions should be made with considering the relationship and influences between them.
Sometimes the system performance may determine these decisions and sometimes budget
is a very important consideration, and usually it needs to find a trade-off between the
cost estimation and performance expectation. In this sense a healthy decision support
system is on demand.

Referring to the research by Andrikopoulos et al. [9] a version of a Cloud migration
decision support system is proposed, with considering all aspects above. Figure 2.2
describes a conceptual model of decision support system, which helps the developers
and stakeholders to find out whether and how to migrate their application to the Cloud.
In this model 2 types of concepts are identified, decisions and tasks. The decisions are
the key part of the system, consisting of 4 actions: Distribute Application, Select Service
Provider/Offering, Define Multi-tenancy Requirements and Define Elasticity Strategy).
Each decision has a direct or implicit influence on the others, displayed with transparent
arrows. Additionally 7 tasks are identified: Work Load Profiling, Compliance Assurance,
Identification of Security Concerns, Identification of Acceptable QoS Levels, Performance
Prediction, Cost Analysis and Effort Estimation. These tasks may affect the decisions,
illustrated with solid narrow arrows, or vice versa. All the decisions and tasks as well as
their relationships and influences constitute a network form for helping to make decisions
by migration an application to the Cloud.

Risk assessment-based decision support for the migration of applications to the Cloud 9



2 Background

Figure 2.2: Conceptual Model of Decision Support System for Cloud Migration [9]

In comparison with the fore-mentioned decision support system, Khajeh-Hosseini et al.
[8] developed a Cloud Adoption Toolkit to support decision making. This cloud Adop-
tion Toolkit contains a conceptual framework and a mechanism to incorporate support-
ing tools, such as Technology Suitability Analysis, Energy Consumption Analysis, Cost
Modeling, Stakeholder Impact Analysis and Responsibility Modeling.

The conceptual framework with toolkits for Cloud decision making is provided in Figure
2.3. Decision maker starts from the phase Technology Suitability Analysis, which aims to
support in determining whether the Cloud technology is indeed needed or not. It refers
to a checklist of 8 characteristics with 12 questions, as shown in Figure 2.3, to access the
potent suitability of a particular Cloud service for a specific IT System. If the result of
this analysis is positive, it can proceed to the further analysis. For the next step, decision
maker may choose a Cost Modeling of running a server infrastructure on the Public
Cloud, or an Energy Consumption Analysis of his own private Cloud infrastructure. The
calculation of cost is based on UML deployment diagram which models a deployment
of its own system on the Cloud. This model gives an accurate estimate of costs of the
system with considering future resource demands. At the meanwhile, the Stakeholder
Impact Analysis can be also implemented to help assessing the benefits and risks of a
proposed IT system. The weighted values of benefits or risks classified in 5 categories
are illustrated as radar diagrams, which are shown in Figure 2.3 as examples from the
research by Khajeh-Hosseini et al. [7]. If all the analyses above indicate that the Cloud
adoption is feasible, it comes to the next step: Responsibility Modeling, which is to
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identify and analyze risks, and to check the operational viability of the complex IT
system. And the last step is to complete the Requirements & Implementation of the
system on the Cloud.

Figure 2.3: Cloud Adoption Conceptual Framework [8]

2.3.2 Cloud Adoption Toolkit

In the Section 2.3.1 we have already introduced the Cloud Adoption Toolkit from Khajeh-
Hosseini et al. [8], which consists of a conceptual framework for organizing decision
makers concerns and a mechanism to incorporate supporting tools for each of these
concerns. This toolkit aims to help the decision makers with assessing the feasibility
of the adoption of cloud computing in their organizations and provides a collection of
tools / techniques applied with a definite order: Technology Suitability Analysis, Energy
Consumption Analysis, Cost Modeling, Stakeholder Impact Analysis and Responsibility
Modeling. Among these, Stakeholder Impact Analysis is a most mature tool in the
toolkit. The purpose of Stakeholder Impact Analysis is to support judging the socio-
political feasibility or assessing the benefits and risks of a proposed IT system. The
cloud adoption project is usually a complicated process of reconfiguration of working
practices and technologies, accompanied with taking advantaging of expected benefits

Risk assessment-based decision support for the migration of applications to the Cloud 11



2 Background

and avoiding unexpected risks. Stakeholder Impact Analysis is just a method to identify
the potential sources of benefits and risks from aspects of multiple stakeholders. This
includes:

• Identify key stakeholders that could potentially affect or be affected by the pro-
posed intervention

• Identify the changes in the tasks they would be required to perform and how they
perform

• Identify the impact of these changes in terms of socio-political factors of the stake-
holders

• Analyze and assess these changes in wider relational context

• Determine whether these changes are appropriate for stakeholders in the relational
context or not

Certainly there are many factors which can influence the impact of the changes to stake-
holders work activities, such as practicalities (time, resource and capabilities), social
factors (value, status and satisfaction) and political factors (fairness of decision making
procedure, distribution of benefits and risks).

By Stakeholder Impact Analysis a series of data are collected and processed with weights.
In order to have a visualized understanding and a holistic picture of the benefits and risks
from enterprises perspective, the weighted average of benefits or risks can be calculated
and illustrated as a radar diagram, as shown in Figure 2.3. The benefits and risks can
be identified in 5 categories (financial, legal, organizational, technical and security)
and the weights of benefit/risk in the category are defined from 1 (unimportant) to 5
(very important). The weighted average can be calculated by multiplying the number
of benefit/risk with different weights in each category and dividing the total number of
benefit/risk in this category.

To identify the weight of the benefit/risk, a questionnaire or an interview is usually used
among the stakeholders. By analyzing the data collected the benefits and risks of cloud
migration can be summarized in tables, see Table 2.1 and Table 2.2 as examples. The
second column in these two tables concerns the number of specific benefits/risks, which
can help to decide the distribution of benefits/risks in different areas. As shown in the
tables, 12 benefits as well as 18 risks are identified.
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Benefits #

Opportunity to manage income & outgoings 3

Opportunity to offer new products/services 2

Improved status 2

Removal of tedious work 2

Improve satisfaction of work 1

Opportunity to develop new skills 1

Opportunity for organizational growth 1

Table 2.1: Sources of benefit identified by Stakeholder Impact Analysis [8]

Risks #

Deterioration of customer care & service quality 3

Increased dependence on external 3rd party 3

Decrease of satisfying work 3

Departmental downsizing 2

Uncertainty with new technology 2

Lack of supporting resources 1

Lack of understanding of the Cloud 1

Table 2.2: Sources of risk identified by Stakeholder Impact Analysis [8]

Furthermore, a Stakeholder Impact Analysis Matrix is used by some organizations [17].
This matrix contains more information in one table in contrast to the way defined by
Khajeh-Hosseini et. al.. It enables stakeholder mapping and identification of key gaps,
provides analysis of how stakeholders are involved, identifies stakeholder constituencies,
gives insight into scale and extent of short term impacts, and even provides data for
targeting and accounting for long term impact analysis.

A related work about risk identification and cloud adoption toolkit is published by Karim
Djemame et. al. [18]. In this work they try to analyze and address the risk factor in
cloud service system for optimizing service and design and implement an effective risk
assessment framework, which contains methodologies of risk identification, evaluation,
mitigation and monitoring, for cloud service provision. Among these, the way how they
identify risk is for us most referential.

From their assumption, risk can be considered at all phases of interactions and in-
vestigated at each service stage in cloud computing. And there are two stakeholders
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involved: Service Providers (SP) during service deployment and operation and Infras-
tructure Providers (IP) during admission control and internal operations. Additionally,
risk can be assessed based on 4 categories: Technical, Policy, General and Legal. An
example of risk category is presented in Figure 2.4. In each category, risk item will be
assessed according to the level of impact and likelihood. The impact of risk ranges from
1 to 5 (1 - very low, 2 low, 3 medium, 4 high, 5 very high) as well as the likelihood to
show its intensity. The risk level can be identified by the result of likelihood multiplying
impact and therefore classified in a range from 1 to 25. Under the identification of the
risk level the corresponding mitigation strategies will be chosen, which are listed in the
risk inventory to determine how certain risks can be managed and evaluated to an ac-
ceptable level. Certainly risk assessment also depends on the time of operation during
the cloud service lifecycle, which allows the risk level to change over time. With assess-
ing various risk factors and identifying of associated mitigation solutions, appropriate
mitigation strategies will be determined to optimize the execution of these mitigation
solutions.

Figure 2.4: An example of risk category [18]
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2.4 Risk Management

According to the ISO 31000 (2009) risk is defined as the effect of uncertainty on objec-
tives, where uncertainties refers to the events, which may happen or not, and caused
by lack of information. Risks can lead to a series of positive or negative consequences
in terms of economic performance, professional reputation, safety, compliance, strategy,
as well as environmental and societal outcomes. Thus, risk management is even more
important to organizations or enterprises in modern society.

Risk management is a critical part of any strategic management. It involves identify-
ing, analyzing, assessing and taking steps to reduce or eliminate the loss towards an
organization or individual. The application of risk management utilizes many tools and
techniques to manage various risks. At the meanwhile, several risk management stan-
dards have been developed by different organizations, such as the National Institute
of Standards and Technology, the Project Management Institute and ISO standards as
well.

ISO 31000, Risk management Principles and guidelines, is a standard of risk manage-
ment codified by the International Organization for Standardization in 2009. It provides
principles, framework and a process for managing risks and can be applied for any public,
private or community enterprise, association, group or individual [19]. Therefore ISO
31000 is not intended to be specific to any industry or organization, rather to provide a
common paradigm and guidelines to all activities concerned with risk management.

2.4.1 External and Internal Factors

The risks can result from factors both external and internal to the organization. The
Figure 2.5 summarizes some specific risks and show in which areas they react. These
risks can be divided here into four types [20]:

• Financial Risks, which include risks from:

– price (e.g. asset value, interest rate, foreign exchange or commodity)

– liquidity (e.g. cash flow, call risk, opportunity cost)

– credit

– inflation or purchasing power

– hedging or bisis risk

• Strategic Risks, which include risks from:

– reputational damage (e.g. trademark ro brand erosion, fraud, unfavorable
publicity)

– competition

– customer demands
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– demographic and social trends

– technological innovation in industry

– capital availability

– regulatory and political trends

• Operational Risks, which include risks from:

– business operations (e.g. human resources, product development, capacity,
efficiency, product/service failure, channel management, supply chain man-
agement, business cyclicality)

– empowerment (e.g. leadership, change readiness)

– reuglations

– board composition

– information tchnology (e.g. relevance, availability)

– information or business reporting (e.g. budgeting and planning, accounting
information, pension fund, investment evaluation, taxation)

• Hazard Risks, which include risks from:

– natural or environmental damage

– theft and other crime, personal injury

– business interruption

– disease and disability of employees

– liability claims

– contracts issues
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Figure 2.5: Drivers of Key Risks [6]

Risk assessment-based decision support for the migration of applications to the Cloud 17



2 Background

2.4.2 Risk Management Framework

Risk management framework consists of a set of components that provide the foundations
and organizational arrangement for designing, implementing, monitoring, reviewing, and
continually improving risk management processes throughout the organization [19]. It
follows Plan-Do-Check-Act quality model, includes all key steps in the implementation
and supports the risk management process. Figure 2.6 shows us a simplified version of
the framework with details of implementation according to ISO 31000. However, ISO
31000 aims to provide a framework for implementing risk management, rather than a
framework for supporting the risk management process.

Figure 2.6: ISO 31000 Framework for risk management [19]
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2.4.3 Risk Management Process

The risk management process is presented as a list of interacted, coordinated activities
and events. Certainly there are many different descriptions of this process, but 7Rs
and 4Ts of components labeled by IRM (Institute of Risk management) are usually
included:

• Recognition or identification of risks

• Ranking or evaluation of risks

• Responding to significant risks

– Tolerate

– Treat

– Transfer

– Terminate

• Resourcing controls

• Reaction planning

• Reporting and monitoring risk performance

• Reviewing the risk management framework

According to the standard ISO 31000, the process of risk management consists of 6 steps
as follows:

1. Establish the context

- Establish the external context

- Establish the internal context

- Establish the risk management context

- Develop risk criteria / threshold

- Define the structure of risk analysis

2. Identify the risks

- What can happen? How can it happen? Why could it happen?

- Identify the retrospective risks

- Identify the prospective risks

- Refer to key processes, tasks, activities

3. Analyze the risks
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- Identify the existing strategies and controls

- Determine the probability of the risk-occurrence

- Identify the Impact of the risk

- Estimate the level of the risk

4. Evaluate the risks

- Identify the tolerable risks

- Prioritise the risk for treatment

- decide the acceptability of the risks

5. Treat the risks

- Avoid the risk

- Change the probability of risk-occurrence

- Change the consequences

- Share the risk

- Retain the risk

6. Monitor and review

- Review the effectiveness of treatment plan and the costs

- Assess the final risk profile

- Compare assessed alternative options

Throughout each step it is essential that there is consultation and communication with
everyone in organizations functions, activities and events. See Figure 2.7

2.5 Summary

In this chapter the basic knowledge of cloud computing and its development status are
firstly introduced. The definitions of deployment models as well as the classification of
migration types are applied as foundation concerns of this work. Then we refer to the
concept of decision support system by sharing several models and framework for cloud
adoption, which is used to simplify the risk identification for the users in this work. At
last, a general understanding of risk management according to ISO 31000 is given with
its framework and process, which offer a hint of how to identify and assess the risks in
cloud migration.
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Figure 2.7: Risk Management Process [19]
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3 Risk Assessment for Cloud Migration

3.1 Catalogue Creation Process

In this section we try to explain the process and the way of how the new catalogue
of risk identification is created. Our risk catalogue is founded on the risk description
standard defined by IRM and applies it to identify the risks of cloud migration by
referring to a large number of academic papers and reports. The most heuristic reference
of this catalogue is the method of identifying risks and the spreadsheet (available from
PlanForCloud.com) by Khajeh-Hosseini et al. [5].

3.1.1 Risk Description Standard

According to the definition by IRM, identified risks can be displayed in a structured
format - risk description table, as presented in Table 3.1. This table can be used to
facilitate the description and assessment of risks. A well designed risk description struc-
ture should contain sufficient informations about the risks name, reference, how it could
happen, stakeholders and their expectations, probability of its occurrence, influence and
consequence when it happens, and some treatments or improvement should also be in-
volved in order to eliminate risks or mitigate the impacts. With all these informations a
relative comprehensive understanding about risks would be obtained, which could hap-
pen in the whole business process. This work is based on the general risk description
standard from IRM and has applied it into the risk identification and assessment in cloud
migration.
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1. Name of Risk

2. Scope of Risk Qualitative description of the events, their size, type, num-
ber and dependencies

3. Nature of Risk Eg. strategic, operational, financial, knowledge or compli-
ance

4. Stakeholders Stakeholders and their expectations

5. Quantification of Risk Significance and Probability

6. Risk Tolerance/ Loss potential and financial impact of risk

Appetite Value at risk

Probability and size of potential losses/gains

Objective(s) for control of the risk and desired level of per-
formance

7. Risk Treatment & Primary means by which the risk is currently managed

Control Mechanisms Levels of confidence in existing control

Identification of protocols for monitoring and review

8. Potential Action for Recommendations to reduce risk

Improvement

9. Strategy and Policy Identification of function responsible for developing strategy

Developments and policy

Table 3.1: Risk Description by IRM [6]
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3.1.2 Process of Risk Identification

To create the new catalogue of risk identification involves 4 steps, which is illustrated in
Figure 3.1:

1. Make a clear understanding of the spreadsheet of risk identification by Khajeh-
Hosseini et al. and analyze each risk description to verify whether it happens
indeed by cloud migration or discuss whether it can be merged with other risks.

2. Add risks which are not included in this spreadsheet by referring to other related
works.

3. Collect and reclassify all the risks with 5 new categories (Compliance, Financial,
Knowledge Management, Operational and Strategic).

4. Adapt all these risks into IRM template with adding all information needed.

Figure 3.1: 4 Steps of Risk Identification

First of all, the risk identification by Khajeh-Hosseini is used as a foundation of our
new risk catalogue. This risk catalogue is available from PlanForCloud.com as a Google
Docs spreadsheet. This spreadsheet has two tabs, one for benefits and one for risks,
which aims to support risk management and ensure that the decision makers can make
informed trade-offs between the benefits and risks of using the cloud. In comparison
with the 5 categories in risk type (Compliance, Financial, Knowledge Management,
Operational and Strategic) defined by IRM, 39 risks are classified also in 5 categories
(Organizational, Legal, Security, Technical and Financial) with their descriptions and
mitigation approaches in this spreadsheet. After a thorough analysis of this work most of
the exiting risks are remained since they are proved in many literatures to be occurring
during cloud migration. For example, R1 defines a situation, in which the users can
purchase computing resources using their own credit cards without explicit approval from
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central IT department. This may cause loss of governance or control over resources in
both physical and managerial aspects, which is also described in many other documents
such as the work from J. Dibbern [21]. We maintain this risk with a proper name in
our catalogue and classify it later into the type Strategic. Some risks like R38, which
describes uncontrollable sources of data transfer delay or bottlenecks, are omitted due
to lacks of reference in other documents. However there are also some risks that can
be emerged to other risk. For example R8 explains a similar context of risk of loss of
governance and control over systems like R1, only in the aspect of service quality. So we
arrange these two risks with one ID in the new catalogue.

After rearrangement of present spreadsheet, some risks should be also taken into account
in the risk collection in step 2. For example, there are many articles and reports mention
that nature disaster could be a threat for cloud computing. Hurricanes, earthquakes or
fires may destroy the hardware or database of cloud provider and the user’s data could be
damaged or lost, as described in such report by ENISA [3]. But there is no corresponding
description in Khajeh-Hosseini’s spreadsheet. Therefore we add this into the new risk
catalogue as well.

In step 3, we collect all the risks found and reclassify them with new categories defined
by IRM risk standard. According to the Khajeh-Hosseini’s spreadsheet, risks are clas-
sified in 5 categories with organizational, legal, technical, security and financial. After
analysis we learned that the risks in Financial refer to ineffective management and con-
trol of the costs of an organization and other threats in financial issues such as credit,
foreign exchange rates etc.. These risks that are in the original category financial should
be maintained with the same categorys name, such as R34 in the spreadsheet, which is
identified with R8 “over budge” in the new catalogue. However some risks should be
separately relegated, because these could happen in phase of planning when the man-
agement team made an inappropriate decision on cloud migration. Differing from other
organizational risks, these risks can lead a series of negative consequences with enormous
loss. Therefore a new category in strategic is on demand and certain risk such as R1
by Khajeh-Hosseini is corresponding to R39 with Strategic in our catalogue. Similarly
there are some risks that the organization is everyday confronted in order to achieving
the strategic goal. These should also be categorized into a new type named Operational
from those organizational risks, e.g. the former R11 in organizational, which describe
a situation in resistance to change resulting from organizational politics and changes of
working manner, is now identified with R32 in Operational.

After collecting all the risks that are from the original organizational from spreadsheet
into strategic and operational, we found that some legal risks such as R16 from the
spreadsheet, which is non-compliance with data confidentiality regulations, should be
re-categorized in Compliance according to IRM standard. Besides, those risks of secu-
rity in former catalogue describe certain scenarios in which data may be threatened due
to technical problems such as browser vulnerabilities in R25 or interception of API mes-
sages in transit in R23. Since Knowledge Management by IRM is defined to concern all
the knowledge and technical issues, we categorize the risks of security into this type. Cer-
tainly all the technical risk like R28, which is about the bad service performance, should
also be categorized in Knowledge Management, since it refers to ineffective management
and control of the knowledge resources and technologies.
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After all 3 steps, a new list of risks of using cloud is available. We have to adapt them
into IRM standard of risk description, which is explained in Section 3.1.1. This IRM
template defines 9 attributes for each risk while Khajeh-Hosseini has identified only 4
main features. By referring a plenty of literatures we supply all the lacking information
into corresponding item of this template and name each risk briefly and clearly in step
4.

Finally we have a new catalogue with 46 risks by cloud migration, which include all
information according to IRM standard of risk description. In this new catalogue 37
risks from original spreadsheet are maintained and modified in 34 risks by merging and
separating risks. 12 new risks are created, which are listed in Table 3.2 with their ID,
name and new category of nature. More information of the new risks is available in
Appendix A.2

ID Risk Name Risk Nature

R1 natural disaster Compliance

R7 subpoena and e-discovery Compliance

R11 inablity to recuce costs of hardware Financial

R16 physical failures Knowledge
Management

R27 social engineering attacks Knowledge
Management

R30 loss of backups of user Knowledge
Management

R35 supply chain failure Operational

R38 lack of standards Operational

R40 change of cloud service Strategic

R41 poor provider selection Strategic

R43 log & tracing failure Knowledge
Management

R45 VM breakdown Knowledge
Management

Table 3.2: New Risks in Comparison with Spreadsheet from PlanForCloud.com
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3.2 Risk Catalogue (Cloud Migration)

In the new catalogue, 46 risks in all are identified with 9 attributes and features for
each risk. In following section we try to discuss these attributes by explaining which
information is corresponding to which attribute. The whole catalogue is available in
Appendix A.2.

3.2.1 Name of Risk

In the table of risk description by cloud migration, we try to name the risk with some brief
and clear phrases, such as over budget or service disruption, in order to describe the risk
simply but accurately when referring this risk. For example, R9 describes the scenario,
in which the actual costs may be more than expected caused by inaccurate resource
estimates or service prices changing by cloud provider. We simplify this situation with
“over budget” and summarize the descriptions into “Scope of Risk”. Combining with
the Scope of Risk in Section 3.2.2, a general understanding of this risk can be got.

3.2.2 Scope of Risk

The scope of risk here refers to the qualitative description of the events, and possibly
with their size, type, number and dependencies. In this work we try to describe detailed
the circumstance or the condition, in which risk may occur by the migration into the
cloud, as for example R9 shown in Section 3.2.1

3.2.3 Nature of Risk

According to the standard by IRM, business activities and decisions can be classified in
5 categories [6]:

• Compliance
This refers to the issues such as health & safety, environment, trade descriptions,
consumer protection, data protection, employment practices and regulatory issues.

• Financial
This refers to the effective management and control of the costs of an organiza-
tion, and other financial issues such as credit, foreign exchange rates, interest rate
movement and other market exposures.

• Knowledge management
This refers to effective management and control of the knowledge resources, tech-
nologies, the production, protection and communication. This also concerns some
external factors such as user authentication and intellectual property protection,
even area power failures and technical competitiveness. System breakdown and loss
of key staff etc. could be involved as internal factors of knowledge management as
well.
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• Operational
This refers to the issues, which the organization is everyday confronted in order
to achieving the strategic goal, such as resistance from the stuff or reduction of
productivity due to new manner of working, or supply chain breaking.

• Strategic
This concerns to the long-term strategic objectives of the organization. This refers
to capital availability, legal and political issues, and reputation and changes in the
physical environment.

In this work we also identify the nature of the risk in 5 categories which is based on
the IRM standard, i.e. 5 risks from the new catalogue are in strategic, 6 in operational,
22 in knowledge management, 4 in financial and 9 in compliance. More information is
available in Appendix A.2

3.2.4 Stakeholders

The stakeholders concern all the groups which can affect or be affected by the business
activities, here specially the risks. The stakeholders can be either direct or indirect.
Direct stakeholder may involve those people who can directly impact the risk or be
impacted when risk happens. However indirect stakeholders are those who have po-
litical power to influence the occurrence of the risk or those who are interested in its
outcomes.

In business activities the stakeholders may usually concern such as government, em-
ployees, clients, suppliers or community etc.. Considering of the risk aspect they may
concern such as strategic team, legal team, budget department from the client side, or
IT technology and security team from the side of service provider. In some cases they
may refer to the government or the legal institutions as well.

In this work we refer the stakeholders of risk simply to Cloud Client (CC)and Service
Provider (SP ).

3.2.5 Quantification of Risk

Risk quantification refers to evaluating risks and risk interactions to assess the possibility
of the occurrence of the risk. Table 3.3 could give sufficient thoughts and be unanimously
recognized by all stakeholders before being used.

3.2.6 Risk Tolerance / Appetite

Risk Appetite and Risk Tolerance have usually deep associations with the financial
services industry. In this work they are referring to the potential and financial impact
on the organization due to the risk by cloud migration, and the probability and size of
potential losses or gains. They also concern the objective for control of the risk and the
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Score Level Description Indicators

5 Very likely This risk event is highly likely
to occur with more than 90%
probability

Could occur several times in a
year or has occurred recently

4 Likely This risk event is more likely
to occur with the probability
of 50% to 90%

Could occur yearly

3 Possible This risk event may be occur
with the probability of 30% to
50%

Could occur more than once
within a period of 10 years

2 Unlikely This risk event is not likely to
occur with the probability of
5% to 30%

Could difficult to occur within
a period of 10 years

1 Very unlikely This risk event is hardly to oc-
cur with less than 5% proba-
bility

Has not occurred within a pe-
riod of 10 years

Table 3.3: Probability of Occurrence - Risks [6]

desired level of the system performance. Table 3.4 classifies the impact of the risk in 3
levels, associated with description of each level.

3.2.7 Risk Treatment & Control Mechanisms

Risk treatment is the process of selecting and implementing of measures to modify risks
[6]. It involves identifying the range of options for treating risk, assessing the options,
preparing risk treatment and implementing. These options usually refer to [22]:

• Retain or accept the risk. The risk is considered as acceptable to the organization
and being retained after controls.

• Reduce the probability of the risk occurring - by means of preventative mainte-
nance, audit compliance programs, supervision, contract conditions, policies &
procedures, testing, investment & portfolio management, training of staff, techni-
cal controls and quality assurance programs etc.

• Reduce the impact of the risk occurring by means of contingency planning, con-
tract conditions, disaster recovery & business continuity plans, off-site back-up,
public relations, emergency procedures and staff training etc.

• Transfer the risk this concerns the third party to bear or share the risk using
contracts, outsourcing, insurance or partnerships etc.

• Avoid the risk decide to avoid the activities which can generate this risk.
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Score Level Description

3 High Significant impact on the organization’s strategy or opera-
tional activities

Significant stakeholder concern

2 Medium Moderate impact on organization’s strategy or operational
activities

Moderate stakeholder concern

1 Low Low impact on organization’s strategy or operational activ-
ities

Low stakeholder concern

Table 3.4: Impact of Occurrence - Risks [6]

In the table of risk description A.2 we try to summarize the primary means by which the
risk is currently managed according to all above mentioned methods and address them
to the corresponding risk briefly but accurately. E.g. R1 with the mitigation method of
“data duplicated for a backup on other location”, or R12 with ”use cloud middleware”.

3.2.8 Potential Action for Improvement

In this column a number of proposals and recommendations are given to eliminate risk or
mitigate the impact of the risks. Some of them can be achieved at present, such as R23
with “a duplicated system on another cloud is standby”, and some may be done in the
future, such as R8 with “establish global regulatory agreement with full transparency”.
It is difficult to give a practical mitigation of the risk such as natural disaster, and some
improvements against risk are also beyond our knowledge, so we save it blank for the
further work.

3.2.9 Strategy and Policy Developments

Achieve goals on policy is depending on having a clear strategic focus, objectives that
are totally analyzed and researched, and delivery that is properly planned and managed.
It rarely happens by chance. In this column the ID numbers of functions are provided,
which are responsible for developing strategy and policy, in order to reduce the likelihood
of the occurrence of the risks and even avoid risks. All the functions are listed with ID
number and descriptions in Appendix A.1
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3.3 Discussion & Summary

In this chapter we try to build up a risk catalogue in cloud migration by means of applying
the risk description standard from IRM, using the exiting risk catalogue by Khajeh-
Hosseini as basis and expanding the risk identification through plenty of references. 46
risks are identified in the new catalogue in comparison with 39 risks in the Khajeh-
Hosseinis spreadsheet. Most risks are maintained and reclassified in 5 new categories.
In the meanwhile some risks are omitted or merged by other risks in our catalogue.
More information is added into the catalogue in order to adapt IRM template. This
new catalogue is applied in the database of a decision support system, which will be
introduced in next chapters.
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This chapter focuses on the introducing requirements, presenting the specification and
design, and explaining the implementation of a decision support system for Cloud migra-
tion. This migration support system aims to model and incorporate the identified risks
and mitigation methods in guiding the user through the different types of migration to
the Cloud, with an emphasis on the extensibility of the system. This system is based on
RESTful services and implemented in Java language.

4.1 Requirements

Nowadays Cloud Computing is getting a big popularity in IT solutions, which offer a pay-
as-you-use service with advantage of efficiency, flexibility and scalability. Certainly many
risks may also happen within the process of migrating to the cloud. In the Section 2.3.2
we have already introduced some methods for risk identification, such as Stakeholder
Impact Analysis by Khajeh-Hosseini et al., and risk category by Karim Djemame et.al..
Besides a risk spreadsheet from PlanForCloud.com is also explained in Section 3.1, which
is used to discuss risks from different stakeholder perspectives in an arranged meeting.
Furthermore we have also described all possible risks with their context of occurrence
as well as the likelihood and consequences in a fine detailed IRM template. But for the
user, who is planning to take advantage of the cloud services, there are no direct ways
or such a visualized tool concerning the risks that may be confronted to help making
decisions whether it is suitable for the migration and how to avoid or mitigate these
risks. And with different cloud deployment models and migration types is the migration
of components associated with different types of risks, which lead to decision making
even more complicated. Therefore an easy using and efficient decision support system
for risk assessment is on demand.

For our assumption, a comprehensive database of risks with information related is as the
basis of this system. This database should contain all the risks that may be confronted
in cloud migration and as much descriptions of each risk as possible, which describe the
attributes and features of these risks. Then a friendly user interface with full function-
alities should be provided in the system, which offers a concrete and direct interaction
for the decision makers. In this UI an easy way of collecting users information is needed:
using choices and making ticks instead of entering texts. After all requirements are col-
lected, the system should search for all the associated risks and present them according
to the risk types. All the risks should be listed with information, which are needed
for the risk assessment. With these informations the user can get a general impression
about how many risks would occur, and a concrete understanding about which risks in
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which aspects he may confront, and how to mitigate the impacts of the risks or totally
avoid. This will help the user for the future work in decision making. Besides, this
system should also be platform independent in order to getting a better scalability and
extensibility.

4.2 Specifications

According to the requirements all the users information should be logically collected in
the user interface. Choosing the deployment model of Cloud whether an application is
being migrated to a public cloud or private, or maybe hybrid, is firstly asked for. In
order to get a clear understanding of the deployment models, some helping texts or hints
could be offered optional. Then a migration type will be asked for choosing, which we
have already discussed in the Section 2.2. For the sake of users some hints about the
migration types could be provided with expandable buttons as well because the user
may have an unclear understanding about the classification of migration type i.e. if
they want to migrate only some components in one layer to the cloud they dont know
how to choose the corresponding migration type. Besides, a number of questions will be
asked to identify risks more accurately. After all requirements are collected, the system
should search for all the associated risks and present them according to different risk
types. All the main information about each risk should be listed in order such as risk
name, type, context of its occurrence, and the mitigation methods as well. With all these
informations the user could have a comprehensive understanding about the property of
all possible risks and how to avoid or mitigate their consequence.

Based on the major features demanded and the existing methods for decision making that
we have already introduced in former section, following details should be considered:

• Function
The main function of this system is to collect the user requirements before cloud
migration and return all the associated risks that may occur in the process of
migration with detailed information. This system offers a comprehensive under-
standing of the risks confronted and their corresponding mitigation methods and
enables helping the user for decision making. All the functions would be imple-
mented as RESTful Web Services and the interface as a Web application.

• Interaction
The system provides a pleasant, simple, user-friendly interface. The user interface
acts as the Frontend of the system and a database as Backend. The interaction is
realized between the user and the system where a set of requirements will be given
by user and a listing of risks with detailed information as a system result.

• Data
A risk database should be created, which contains all kinds of information about
risks as well as the relationships between risks and deployment models, between
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risks and migration types, and between risks and all associated questions. Fur-
thermore all the questions as well as the hint information for selecting deployment
models and migration type should also be involved in the database.

• System
The system should be designed as program-language-independent as well as platform-
independent for a better extensibility and scalability. And all the services can be
put in a WAR file and able to run in other enviroments.

4.3 Design

4.3.1 System Overview

Figure 4.1 gives an overview of the conceptual architecture of the proposed migration
decision support system, which is divided in to 2 parts: a user interface acts as Fron-
tend and a risk database as Backend. Interaction will be implemented between UI and
database by using RESFful Service. Entering user requirements includes 3 steps: first,
once a deployment model for the migrating has been chosen, a series of corresponding
risks will be identified. Second step, choosing the migration type will continue to narrow
the search field. At last, a list of questions will be asked to ensure the specific risks,
especially in some non-technical aspects. After all the requirements are collected, a com-
parison between user’s requirements and risks in database will be achieved by RESTful
service. And the result of RESTful service, which is seen as the result of searching, will
be sent back to the user on the UI.

Figure 4.1: Architecture of System
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4.3.2 Database

A risk database is the critical part of this system. In each step of decision support process
this database is addressed for offering data and informations. Therefore this database
should contain all the risk concerns as well as the relationships between entities.

According to the requirement analysis an Entity-Relation diagram is designed to imple-
ment the risk database of the system. This ER-diagram consists mainly of 4 Entities
with their attributes and relationships among them, which is presented in Figure 4.2.The
entity Risk is as the basic element in the ER-diagram, which all the other entities are
related to it. There are 4 deployment models and each model can identify many risks
which build these two entities a many-to-many relationship. Similar with the Deploy-
ment Model, the Migration Type has also a many-to-many relationship with Risk, since
each type is corresponding to many risks. The entity Questions is supposed to have a
one-to-many relationship with Risk because certain question can identify many ques-
tions.

Figure 4.2: ER-Diagram of Risk Database
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4.3.3 User Interface

In this section, the user interfaces of this decision support system are introduced with
different scenarios. Balsamiq Mockups is used to set up these UIs, which are presented
in following figures. Each UI consists generally of text fields, scroll bars and buttons.
Text fields are applied to describe all the requirements as well as the hint information
and scroll bar is used to simplify the interface. There are two types of buttons in use,
ratio buttons are used to identify the users unique choice while normal button submit
the instruction and ask for an execution.

The main page is in Figure 4.3 presented which acts as a dialogue window. It is divided
into 2 parts: some system information and a salutatory are located in upper part, and
in the lower part the users requirements are collected with some hint information shown
optional. A scroll bar is on the right side in order to show other information and a main
button for submitting the search order is at the bottom.

Figure 4.3: Homepage of RaDSuS
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As demonstrated in Figure 4.3, 3 steps are set up to collect users requirements. Step 1 is
asked for choosing a deployment model and the default choice is public cloud. There is
a help button available beside step 1 question, which can activate a drop-down text field
of hints, as shown in Figure 4.4. This aims to help the user for a better understanding
of the definition of deployment models and making an appropriate determine.

Figure 4.4: Hints of Deployment Models
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Step 2 is about choosing the migration type. In the section 2.2.1 we have already
explained how to classify the migration in four types. However the concepts of migration
type may be unfamiliar to the user and a corresponding hint is on demand, which is
shown in Figure 4.5. The default setting of migration type is Type I.

Figure 4.5: Hints of Migration Types
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In step 3, a series of questions are asked for aiming to specify the requirements for a
better searching ability of risks. These questions are for the IT experts and developers
with concerning knowledge, as shown in Figure 4.6. There are also some explanations
before answering these questions by clicking the button with question mark, about which
are for those normal user who has no ideas. With a definite window of this UI, a scroll
bar is needed here to maintain the concision of the interface. Each question will be
answered with a ration box as same as the former two steps to keep the choice unique.
The default answer of each question is yes if the user leaves the question with no answer,
the system will return all the possible risks.

Figure 4.6: Hints before Answering the Questions
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There are some constraints applied here in step 3. When the user has chosen private
cloud in step 1, some questions are fading out due to the constraints in the database.
This facilitates the questionnaire step for avoiding the user to answer the question which
is related to identifying those risks that has been already removed from the result in
the first step. Figure 4.7 demonstrates exactly this scenario. The first question “Is your
database located in a place where is in a seismic zone or natural disaster often occurs
(e.g. tornado or tsunamis)?” is default to be disabled because the default setting in step
1 is public cloud and this corresponding risk is exclusive from the search field of public
cloud. We believe that this risk rarely happens by public cloud because the public cloud
provider usually has a set of mechanisms to avoid its occurrence or an alternate backup
data center. This will be presented in the main page of the system shown in Figure
4.3.

Figure 4.7: Questions when choosing Private Cloud and Migration Type I
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When all 3 steps are finished, a search order will be submitted by clicking the Start Search
button. Then the system will retrieve all the risks referring to the requirements and
return a catalogue of risks with associated information. And the interface for displaying
the results is activated, as shown in Figure 4.8. In this page the upper part is remained
from the home page and the lower part is turned to a listing of result. The most
important features of risks such as risk name, context of occurrence and risk mitigation
methods are involved for presentation. In additional there is a button for a drop-down
table of other attributes in the end of each risk column, as illustrated in Figure 4.9.
Since there are all kinds of information in our risk catalogue and these should be shown
optionally to meet the users requires.

As needed, the user can ask for a new search with changes of requirements by clicking the
button New Search, which navigates users to go back to the home page of the system.
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Figure 4.8: Result of the Risk Search
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Figure 4.9: Other Attributes of the Risk
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4.4 Implementation

This system is named RaDSuS that comes from the abbreviation of Risk assessment-
based Decision Support System. It is developed on the Windows and run on the Tomcat.
For the database layer, Postgresql is chosen due to its advantages in free-for-use and
programmability. This system will be written in Java on the IDE Eclipse Kepler JEE
and represented in HTML, JSP, JS and CSS. A structured illustration is shown in Figure
4.10

Figure 4.10: Layer Model with Implementaion

4.4.1 Risk database

In order to gain more scalability and save development and licensing costs, an open-
source software solution is on demand for implementing database. PostgreSQL is an
object-relational database management system with an emphasis on extensibility and
standards compliance. The data queries can be easy realized by using SQL language as
same as other common database systems, e.g. data are linked together with the Foreign
Key. Moreover there are many high-quality GUI Tools available for PostgreSQL from
both open source developers and commercial providers. Due to the stability as well
as the programmability PostgreSQL is chosen for the database implementation of this
system.
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Figure 4.11: Data Model of Decision Support System

The risk database is implemented as a relational database on the basis of the corre-
sponding ER model in Figure 4.2. And Figure 4.11 presents a data model of RaDSuS.
This database consists of 11 entities. The entity risk catalogue acts as the basic element
and all the other entities are direct or indirect related to it. There are 4 deployment
models and 46 risks. Each model is related to different number of risks, which build
totally 161 combinations of relations between these two entities. Similarly, 4 migration
types build 77 combinations in all with 46 risks, since the migration type is supposed to
be only related to those risks in Knowledge Management. Questions are used to identify
other types of risks which has a one-to-many relationship with risk catalogue. Besides,
the robability and types have both a one-to-many relationship with risk catalogue since
each risk has only one risk type and one probability of occurrence. The id in risk prob-
ability and in risk type acts as foreign keys referencing to quantification and nature in
risk catalogue.
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4.4.2 RESTful Service

The new system is designed as a RESTful Web Service system. An open-source software
Java EE is used for implementation due to its popularity. Java is aimed to be easy to
use and is therefore much easier to learn and write than other programming languages.
The most significant advantage of Java is its platform-independency, accompany with
considering security and reliability. On the other side, there are many RESTful Web
Services with large number of examples written in Java in the market. Therefore it
is logical and reasonable to choose Java as the first choice of OOP to implement the
system.

Since a Java platform has been determined, a suitable framework requires consideration.
Restlet is a lightweight, comprehensive, open-source REST framework for Java platform
and suitable for both server and client web applications. It supports major Internet
transport and data format like HTTP and HTTPs, service description standards like
XML and JSON. Certainly there are some other platforms in the market such as Jersey
and Spring, which are with different advantages comparing to the Restlet and there
are no evidence to prove which one is better. But we have chosen Restlet Framework
to achieve all the RESTful Web Services in this work, which are exposed as RESTful
APIs. Theses APIs are also be used in other systems with the same tasks like RaDSuS.
Developing RESTful Web services in Java is very common and there are lots of tutorials
or examples to show how to build RESTful APIs, such as the book from Manning [23],
which is very helpful to this work.

REST consists of 3 ingredients: Resources, Representations and Interaction. Resource
instance and collection facilitate interaction with multiple servers and a Restlet compo-
nent is used as a container of Restlet applications or Servlet engine. In this work all
the resources are identified by URIs and represented as XML and JSON. All Restlet
applications are developed under separate URI paths, and Servlet engine is used to con-
tain all these applications and to provide server HTTP connector. Finally a package of
Servlet project will be done as a WAR file in order to support the system running in
any environments by rebuilding the risk database from the data backup file.

All the URIs that are supported by RaDSuS are listed in Table 4.1. The system name
radsus is used as the root directory. All these services are hosted on Tomcat and the
default port is 8080. Each URI is mapping to 2 representations, XML and JSON, in
which the contents are the same. All the contents of each URI are also presented in
Table 4.1.
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Table 4.1: Resource URIs supported by RaDSuS

URI XML/JSON Content
(...=http : //localhost : 8080/radsus)

/deploymentModels
deployment model

URI of each deployment model

/deploymentModels/{modelName} descriptions of each model

/migrationTypes
migration type

URI of each migration type

/migrationTypes/{typeName} descriptions of the each

/questions
questions about risks

URI of each question

/questions/question {ID}

descriptions of the question

corresponding risks of the question

URI of each risk

/riskTypes
type name

URI of each risk type

/riskTypes/{typeName}s
risks of each type

URI of each risk

/riskPolicy
description of the policy

URI of the policy

/riskPolicys/policy {ID}

description of the policy

coresponding policy of the risk

URI of each risk

/risks
risk name

URI of each risk

/risks/risk {ID}

risk name

risk scope

stakeholders

risk likelihood

risk impacts

risk treatment

improvement

/risksSearch?query
risk names

URI of each risk
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4.4.3 User Interface

The frontend interface of RaDSuS is developed in JSP pages with using JS, CSS, JAVA
and HTML. There are two pages implemented. The first page is designed for acquiring
the users requirements with 3 steps. The first two steps are to determine the general
environment of the cloud by selecting deployment model and migration type. Each
step is accompanied with some hints in order to guiding the user how to choose. All
these hints are implemented with dynamic table and designed as hidden information
that is displayed by clicking the button with question mark. Because of the uniqueness
by selecting deployment model and migration type, radio boxes are used to deliver the
users choice to the RESTful services. The third step is designed for some experts or
developers to identify some risks by answering specific questions with either yes or no,
so the radio box is also used here as shown in the mockup figure in Section 4.3.3. Similar
some hints are also given for step 3 with dynamic table and button.

The second page is to present the result by risk searching, when the system has identified
all the risks according to the users requirements and returned risks found with related
information through the RESTful services as well. Only the main information such as
risk name, context of occurrence, and mitigation methods are displayed in this main
page. By clicking the button more details the other features of risk are shown under
each risk description which is implemented in the same way as the hints in the first
page.

4.5 Summary

In this section, a risk assessment-based decision support system named RaDSuS is re-
vealed from concept to implementation phrase. In the meantime, the requirements as
well as the specifications of this system are firstly discussed, which include some details
in function, interaction, data and system independence. Then a conceptual framework
is given which consists of a UI as frontend and a database as Backend. ER-diagram and
UI mockups are used to explain the structure of database and HMI. This system is de-
signed as a RESTful Web Service system with implementation in JEE and represention
in HTML, JSP, JS and CSS. All the resources are identified by URIs and represented
as XML and JSON, while PostgreSQL is chosen to build a rational database of this
system.
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In this chapter, a set of use cases of cloud migration are collected to evaluate the usability
of this decision support system. The evaluation of RaDSuS is realized by comparing to
the risk occurrence from these use cases, which are cited from other documents and
literatures where the possible risks are discussed and their scenarios are described.

All the information about use cases are presented in Appendix A.3. In the Table A.18
12 use cases are listed with its ID number, the problem accounts before and after cloud
migration are briefly described, and the deployment model as well as the corresponding
migration types are also concluded from the context. A general understanding of each
case is therefore in available. In additional Table A.19 summarizes the all the risks of
these 12 use cases with a checking table in order to get a clear contrast.

Use case 3 (U3) that is from the research by Khajeh-Hosseini et al. [24] will be taken
at first on discussion. The case study organization is a UK based SME (company B)
that provides bespoke IT solutions for the Oil & Gas industry. Company B provides a
system, which consists of a database server and an application server, for company C as
an end user to address company A. Now a requirement in moving the quality monitoring
and data acquisition system to Amazon EC2 is on demand. According to this article, a
public cloud is chosen with migration type I or type II. Table 5.1 gives a comparison on
risks identified by other related work from David Greenwood [25] and by the system.

From the table we can find out that all the risks referred in the article are included in
the searching field of the system result, which validates the correctness of risk searching
to a certain extent. Some types of risks such as financial are not mentioned in these
two cited articles, which doesnt mean this type of risks are not exiting in this case. It
is only because these risks may be not the key risks in these articles or beyond their
discussions. Similar some risks such as R38 is one of the risks from system result but
not in U3, which means R38 should also be occur in U3 and merely there is no referring
in this cases description.

According to the working process of system, some risks like R1 are removed from the
searching field after choosing the public cloud for user requirements. Then the migration
type is chosen, which will go on narrowing the searching field. We have to omit the
questionnaire phase in this test because we are supposed to have no specific requirements
and aiming to find all the possible risks. Since no questions are answered, the system
takes the default answer of yes and returns all the corresponding risks. Finally all the
risks are revealed in the row of “Result of RaDSuS.

Table 5.1 lists 2 rows of system result due to the two migration types. By comparison
of these two results we find that they are differing in the type Knowledge Management,
e.g. R15 occurs with migration type II but not with migration I, as same as R21. This

51



5 Evaluation

can prove from the other side that migration type I is with less risks than migration
type II.

Risks

Compliance Financial Knowledge
Management

Operational Strategic

Use Case 3
(public cloud
& migration
type I / II)

R44 not
mentioned

R13, R14, R16,
R19, R22, R23,

R25

R32, R33,
R34

R42

Result of
RaDSuS with

migration
type I

R2, R3, R4,
R5, R6, R7,

R8, R44

R9, R10,
R11, R12

R13, R14, R16,
R17, R18, R19,
R22, R23, R24,
R25, R26, R27,
R28, R29, R30,

R31, R43

R32, R33,
R34, R35,
R36, R37

R38, R39,
R40, R41,

R42

Result of
RaDSuS with

migration
type II

R2, R3, R4,
R5, R6, R7,

R8, R44

R9, R10,
R11, R12

R13, R14, R15,
R16, R17, R18,
R19, R21, R22,
R23, R24, R25,
R26, R27, R28,
R29, R30, R31,

R43

R32, R33,
R34, R35,
R36, R37

R38, R39,
R40, R41,

R42

Table 5.1: Risks in Use Case 3 comparing with RaDSuS result

We use U6 as the second example that is from another work by Khajeh-Hosseini et al.
[8]. From its description the School of Computer Science at University of St. Andrews
has five full-time system administrators that maintain its relatively complex IT infras-
tructure. The schools computing services that involve storage and network services are
currently deployed on 28 application servers and 5 storage servers locally with 5 full-time
system administrators and 200 desktop machines which are needed to be upgraded. Af-
ter comprehensive analysis and discussion services are deployed on 9 application servers
and 3 storage servers, however some services like network monitoring service are proved
to be not suitable for cloud migration. Therefore the best solution is to purchase physi-
cal servers and build up their own computing center. From this context a private cloud
has been chosen and the migration type is concluded in Type II. All the possible risks
according to the document context are listed in Table 5.2, which provides a comparison
concerning risks with the system result.

From the result we find out that all the risks identified in the article are included in the
system result, not even a risk is beyond this field. Some type of risks such as compliance
and strategic are not mentioned in the document. The system returns all the risks as
default because of no answer given in the question phase. Certainly when the user could
give more information by answering questions, this system can be more powerful and
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Risks

Compliance Financial Knowledge
Management

Operational Strategic

Use Case 6
(public cloud
& migration

type II)

not
mentioned

R9, R11 R13, R16, R21,
R25, R31

R32 not
mentioned

Result of
RaDSuS

R1, R6, R7 R9, R10,
R11, R12

R13, R16, R17,
R21, R23, R24,
R25, R27, R29,
R30, R31, R43

R32, R33 R38, R40,
R42

Table 5.2: Risks in Use Case 6 comparing with RaDSuS result

specific in risk identification. And we also learned from the table that private cloud has
less risks than public cloud when using cloud service.

U1 will be taken as the third example, which described by Microsoft team [4]. In this
case the IT department for Department of Citizen Engagement (DoCE) wants to move
its email system, which consists of several email systems from same vendor but of varying
generations, to a single, consolidated platform to remain ‘ever green’ and keep flexible
on delivery of varying devices and channels. After investigation a hybrid cloud is chosen
for implementation with migration type II. Table 5.3 lists the risks identified in the
literature in comparison with the 43 risks from the result of the system.

Risks

Compliance Financial Knowledge
Management

Operational Strategic

Use Case 1
(hybrid cloud
& migration

type II)

R1, R2, R3,
R6, R7

not
mentioned

R13, R15, R18,
R19, R21, R22,
R27, R28, R30,

R31, R43

R37 R38, R41,
R42

Result of
RaDSuS

R1, R2, R3,
R4, R5, R6,
R7, R8, R44

R9, R10,
R11, R12

R13, R14, R15,
R16, R17, R18,
R19, R21, R22,
R23, R24, R25,
R26, R27, R28,
R29, R30, R31,

R43

R32, R33,
R34, R35,
R36, R37

R38, R39,
R40, R41,

R42

Table 5.3: Risks in Use Case 1 comparing with RaDSuS result
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We take U2 as the fourth case. This case is cited by Sailesh Gadia [26], which describes
a company A that offers BusinessExpress as a Software as a Service and is planning to
use IaaS for a hosting solution. In this case a public cloud is chosen with migration type
IV. All the results are presented in Table 5.4.

Risks

Compliance Financial Knowledge
Management

Operational Strategic

Use Case 1
(public cloud
& migration

type IV)

R2, R3, R4,
R6, R44

not
mentioned

R14, R17, R23,
R24, R28

not
mentioned

R38, R39,
R41, R42

Result of
RaDSuS

R2, R3, R4,
R5, R6, R7,

R8, R44

R9, R10,
R11, R12

R13, R14, R15,
R17, R18, R19,
R20, R21, R22,
R23, R24, R25,
R26, R27, R28,
R29, R30, R31,

R43, R46

R32, R33,
R34, R35,
R36, R37

R38, R39,
R40, R41,

R42

Table 5.4: Risks in Use Case 2 comparing with RaDSuS result

From all these 4 use cases we could learn that the system returns all the possible risks
with different amount due to different deployment models and different migration types,
when no questions are used for identification of specific risks. Hybrid cloud is with
more risks than public cloud and private cloud, while migration type I is with the least
risks in comparison with other types, which are also consistent with the definitions and
descriptions of deployment models and migration types. This system is proved to be
able to show all the related risks after collecting the users requirements such as choosing
deployment model and migration type. More accurate searching will be achieved if more
information is given in the questionnaire phase. And the system can be verified certainly
with other use cases in Appendix A.3 as well.
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6.1 Summary

With the development of IT techniques and growing amount of researches and reports
we gradually realize that cloud computing pose a both an opportunity and a challenge
for enterprises. It benefits the cloud users by offering an efficient on-demand service and
enables enterprises to pay more attentions to developing business instead of investment,
setup and maintain their own hardware. With the advantages in scalability, high-level-
availability, flexibility and easy-using cloud computing is now evolving like never before,
with enterprises of all types and scales adapting to this new technology. However the
security issues should be undoubtedly considered since many use cases evidence that
there are certain issues and problems accompanied with those advantages. It is very
helpful to recognize the risks associated as much as possible before determining migrating
to the cloud. Therefore a comprehensive understanding of risks that may be confronted
is quite important for a rational decision. Furthermore an easy using decision support
system based on risk assessment is also proposed in this work.

To achieve our goals, some related works have been first referred to, which involves the
basic knowledge about cloud computing and decision support system for cloud migration.
Then we have discussed the risk management issues and learned the standards of risk
definition by IRM, which is as the basis of our new catalogue of risks that may occur by
applications adoption to the cloud. By referencing a quantity of scientific documents and
technical reports as well as many case studies, a list of risks are identified and adapted
into this new catalogue with full-detailed information, which are presented in Appendix
A.2

In order to simplify the recognition of all risks, a decision support system as an intuitive
method has been proposed instead of traditional workshop or arrangement meeting. This
user-friendly system named RaDSuS is targeted on showing all the possible risks that
the user might confront, with satisfying the users requirements by choosing deployment
model and migration type as well as answering some specific questions. This system is
designed as a RESTful Web service, by which all the resources are identified by URIs
and represented as XML and JSON data format. The user interface of this system acts
as frontend which is built on JSP with Servlet, while a rational risk database structured
in PostgreSQL as backend.

To evaluating the ability of risk searching, a number of use cases listed in Appendix
A.3 are applied, which are with different deployment models and migration types. In
comparing with the results in Table A.19, RaDSuS are proved to be able to specify
the users requirements and give the decision maker a general understanding of all risks
associated by cloud migration.
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6.2 Future Work

Although we have redefined all the risks with the IRM standard of risk description and
successfully applied it into a new decision support system for risk assessment, there
are still some limitations of the catalogue as well as the system themselves and some
improvement can be also recommended in the future work.

• The risk catalogue classifies all the 46 risks in 5 categories. However the risks in
type Knowledge Management are in the majority comparing to other types of risks,
e.g. there are only 5 risks in Strategic and 4 in Financial. It is strongly advised to
subdivide this category Knowledge Management into such as knowledge concerning
and technique implemental, in order to get a better understanding of when and
where the risks may occur.

• This catalogue summarizes all the risks according to large amount of references
and case studies and identifies risk in a general art of definition, i.e. some risks
are generalized as one risk. So it is relative difficult to address the risks to the
migrating components, by which we implement in our system with some specific
questions. It could be accomplished in a proceeding work of research.

• The decision support system aims to return all the possible risks with detailed
information for a general understanding according to the requirement of this thesis,
but with no needs to score and rank of risks. There are lots of researches on how to
assess and evaluate the risks with weights and in this work we have also identified
the likelihood and impact with some scores. With these factors we could list all the
risks with some specific requirements such as displaying top 10 risks with largest
impacts or listing top 5 risks in particular risk type in the future work.
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A.1 Strategy and Policy Developments

Table A.1: Strategy and Policy Developments

ID Strategy and Policy Developments

F1 Auditing and inspection

F2 Brainstorming

F3 Business studies (which look at each business
process and describe both the internal processes
and external factors which can influence those
processes)

F4 Hazard & Operability Studies

F5 Incident investigation

F6 Industry benchmarking

F7 Interview and questionnaires

F8 Legal support

F9 Scenario analysis

F10 Technical training

F11 Use Case study
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A.2 Risk Description

Table A.2: Risk Description

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R1 natural
disaster

hardware and data
can be damaged by
natural disaster or
fire

Compliance CC / SP very
unlikely

R2 lack of
information on
jurisdictions

lack of the informa-
tion jurisdictions of
data storage and pro-
cessing

Compliance SP unlikely

R3 non-
compliance
with data
confidentiality
regulations

service provider ac-
cess data without
user’s authentication

Compliance CC / SP possible

R4 against the in-
dustry regula-
tions

Non-compliance with
industry regulations,
such as Federal In-
formation Security
Management Act
(FISMA)

Compliance SP possible

R5 loss of intellec-
tual property
rights

lack of clarity of the
ownership of intellec-
tural property rights
when original work
based on the cloud

Compliance CC possible

R6 loss of data
protection

no competent data
protection main-
tained to a compliant
level

Compliance SP possible

R7 Subpoena and
e-discovery

storage media or
hardware could be
offered by service
provider in criminal
cases

Compliance SP likely
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Table A.3: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high data duplicated for a
backup in other locations

F4 [3] [4]

high establish a data center
within the required juris-
dictions

F8 [27] [28]

high data encryption by storage
and processing

establish an effective
legal mechanism

F3, F8 [27] [29]
[30] [31]

high check compliance with au-
ditors and cloud providers

F8 [30] [27]
[32]

high protect IP rights with
appropriate contractual
clauses to cloud provider

F8, F10 [3] [27]

high no competent Data Protec-
tion maintained to a com-
pliant level

keep competitive in
data protection tech-
nology and bench-
marking

F6 [4] [32]
[26]

medium F8 [3] [4]
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Table A.4: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R8 no global reg-
ulatory agree-
ment

personal data could
be accessed by foreign
governments due to
different jurisdictions

Compliance SP very likely

R9 over budget Actual costs may
be more than esti-
mates, which can
be caused by in-
accurate resource
estimates, providers
changing prices due
to upgrading, or
bad performance
resulting in the need
for more resources

Financial CC / SP possible

R10 inablity to re-
duce costs of
staff

unable to retire the
staffs, which support
the former system
and maintain the
hardwares

Financial CC likely

R11 inablity to re-
cuce costs of
hardware

unable to retire
the whole exiting
hardware because
the Cloud solution
only covers a small
footprint

Financial CC possible

R12 switch from
one Cloud to
another

the costs of switch-
ing from one cloud to
another cloud could
be very high due to
the imcompatibilities
between cloud plat-
forms

Financial CC possible
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Table A.5: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high establish global
regulatory agree-
ment with full
transparency

F8 [32] [4]

medium monitor the usage of re-
source and use estimation
tools to recount the actual
resource needs, check
results of performance
benchmarks

analyse and plan
clearly and detailed
before migration for
the actual need of
the service

F1, F3, F6 [8] [29]

medium change the resposibility of
the staff, provide the train-
ing to qualify the new task

make a well-
considered strategy
before migration
with thinking of
the cost of human
resources

F2, F6, F7 [33] [34]
[35]

low resale or reuse the hard-
ware to minimize the loss

investigate and re-
serch detailly before
migration

F4 [33]

high use cloud middleware (e.g.
RightScale)

F1, F4, F11 [36]
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Table A.6: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R13 service disrup-
tion

service disruption
may result loss
of data or other
extensive costs

Knowledge
Management

SP possible

R14 worse service
performance

service performances
worse than as it is ex-
pected or demanded,
which may lead to lit-
igation

Knowledge
Management

CC / SP possible

R15 incompatible
between
Clouds

extra management
when using different
Cloud providers with
different supporting
mechanisms

Knowledge
Management

SP likely

R16 physical fail-
ures

physical failure may
occur due to un-
certain reasons, eg.
power loss, or net-
work breaks

Knowledge
Management

CC / SP possible

R17 interface
vulnerablity

data may be revealed
while data encryp-
tion and authentica-
tion due to shortage
of web browser

Knowledge
Management

CC possible

R18 lack of
Isolation

errors or attacks can
lead to situations
where one tenant can
access to another’s
resources or data

Knowledge
Management

SP possible

R19 Data Lock-in Data lock-in for SaaS
/Paas

Knowledge
Management

SP likely
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Table A.7: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high use multiple clouds or mul-
tiple VMs inside one cloud

monitor the appli-
cations from outside
and prevent a disrup-
tion in advance

F4, F5 [24] [37]
[38] [39]

medium lack of the information ju-
risdictions of data storage
and processing

an independent au-
ditor’s report regard-
ing the state of con-
trols of SP needs to
be reviewed

F3, F5, F6 [37] [38]
[40] [41]

[26]

low use cloud management
software (e.g. RightScale)

establish a stan-
dardization between
cloud providers

F4 [10] [21]

medium data recovery and use
alternate resources

F4, F11 [37]

high repair the leak of the
browser

browser regular up-
date for precaution

F5 [42] [43]

high recovery the leak of the
procedure and improve the
ability against the attacks

F3, F6, F9 [3] [44]

medium agreement in standard-
ization among the cloud
providers

F3, F6, F8 [3] [38]
[36]
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Table A.8: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R20 licensing Issues software licenses are
unusable on the cloud
because of the tradi-
tional licensing agree-
ments

Knowledge
Management

CC / SP unlikely

R21 mismatched
infrastructure

the exiting procedure
is not suitable for
the Cloud procedure,
over-provisioned or
unter-provisioned

Knowledge
Management

CC / SP likely

R22 malicious
activities

malicious activities
on the system from
cloud provider insider
or co-tenants,such as
spamming, port scan-
ning and crashing
servers

Knowledge
Management

CC possible

R23 degradation
of network
performance

network performance
could be worse over
time with more and
more users start to
use cloud

Knowledge
Management

CC possible

R24 simple access-
ing mechanism

data may be leaked
due to simple ac-
cess mechanism, such
as using only user-
name/password login
mechanism to access
personal data

Knowledge
Management

SP possible
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Table A.9: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

medium check all software license
agreements

F5 [45]

high reanalyse the business pro-
cess and reclassify the pro-
cedure

ensure that the pro-
vide’s SLA are well
defined and proce-
dure clearly classi-
fied before migration

F3, F5 [3] [37]
[46]

medium find benchmarking ser-
vice provider and follow
best practices, such as
microsoft or AWS

F6, F10 [4] [5]

medium use monitoring tools out-
side the cloud

a duplicated system
on another cloud is
standby

F3, F5 [47] [5]

high use additional mechanisms
to restrict access, such as
multi-factor authentica-
tion by AWS

F6, F11 [5]
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Table A.10: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R25 lack of knowl-
edge of cloud
concerns

inefficiency or incom-
petence of work, or
data leakage with
wrong operation
due to lack of cloud
knowledge

Knowledge
Management

CC possible

R26 lack of
technological
competitive-
ness

service provider lags
in technology im-
provement and not
keep-up with the
development

Knowledge
Management

SP unlikely

R27 social
engineering
attacks

manipulate people
into performing
illegal actions or
divulging confidential
information

Knowledge
Management

SP likely

R28 intercepting
data in trans-
fer

API messages and
data could be in-
tercepted in transit,
especially in shared
environments and
transfering data
between client and
provider

Knowledge
Management

CC / SP likely

R29 insecure dele-
tion of data

unencrypted data
could still be ac-
cessed and recovered
after deletion from
the user

Knowledge
Management

CC possible

66 Risk assessment-based decision support for the migration of applications to the Cloud



A Appendix

Table A.11: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high train the users with cor-
responding knowledge such
as how and which types of
data they can put on the
public cloud

F10 [24]

medium keep competitive in tech-
nology development and
benchmarking

F6, F10 [7] [24]

high F8, F11 [3] [48]

high data encryption by storage
and processing

data transit with a
secure channel such
as Secure Sockets
Layer (SSL) or
Secure Shell (SSH)

F6 [10] [30]
[26]

high data encryption by storage
and processing, use special
procedures to delete data

F10 [3] [48]
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Table A.12: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R30 loss of backups
of user

data backups of the
user made by ser-
vice provider could
get damageed, lost or
stolen

Knowledge
Management

SP unlikely

R31 denial-of-
service
attracks

a flood of attacks
sending a huge
amount of nonsense
requests to a certain
service can cause a
denial of service to
the server hardware

Knowledge
Management

SP possible

R32 reduction of
productivity

changing the former
working manner can
make the staff get-
ting less satisfaction
and reduce produc-
tivitiy by using cloud
infrastructure

Operational CC possible

R33 resistance from
the staff

Migration may be
resisted by the orga-
nizational politics or
labor union

Operational CC possible

R34 changes of
composition of
provider

service may be
changed because
of the changes of
composition by cloud
provider

Operational SP possible
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Table A.13: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high F10, F11 [3]

high use network monitoring
tools from outside of the
cloud

F5, F9, F11 [29] [42]
[49]

low ensure that they won’t be
dismissed and provide the
training course to qualify
them to the new task

give the staff more
positive information
and arouse the en-
thusiasm of the new
manner of working
before migration

F2, F7 [24] [50]

low inform the advantages of
the new technique and
comfirm the staff to a bet-
ter further, involve key
stakeholders in the adop-
tion process

a communicate with
stakeholders, hear
the opinion and
advices and make a
common plan before
migration

F2, F7 [24] [51]

medium use multiple providers F4 [3] [48]
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Table A.14: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R35 supply chain
failure

A provider can out-
source parts of its
production chain to
third parties, or even
use other providers as
part of its service,
a potential cascading
failures is created

Operational SP unlikely

R36 loss of innova-
tive ability

the user relies tatally
on the cloud provider
when using SaaS and
is not willing to learn
or innovate

Operational CC possible

R37 out of busi-
ness by cloud
provider

cloud provider could
be out of business
or merged by another
company

Operational SP possible

R38 lack of
standards

cloud services market
lacks widely accepted
standards for avail-
ability and interoper-
ability and may cause
legal dispute later

Strategic SP unlikely

R39 loss of gover-
nance and con-
trol of resource

the roles and respon-
sibilities after migra-
tion are not clear
identified

Strategic CC likely

R40 change of
cloud service

customer may change
cloud service with
other strategy

Strategic CC unlikely

R41 poor provider
selection

selection of service
provider may result
in system operational
degradation

Strategic CC unlikely
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Table A.15: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

medium use multiple providers F4 [21] [3]

medium improve the initiative of
the stuff, organisational
learning

F2, F10 [5] [52]

high use multiple providers backup data outside
of the cloud

F4, F11 [53]

medium service provider bench-
marking

establish a well
accepted industry
standard

F6, F11 [32] [54]

high make sure the contract
specifies, guarantee hold
intellectual of the informa-
tion

clarify roles and re-
sponsibilities before
migration

F3, F8 [24] [21]
[55]

high clarify the strategy before
cloud migration consider-
ing of further development

F3, F4 [56]

medium select benchmarking ser-
vice provider

F6, F11 [4]
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Table A.16: Risk Description - continued

ID Name of
Risk

Scope of Risk Nature of
Risk

Stakeholders Quantification
of Risk

R42 loss of business
reputation

loss of business rep-
utation due to bad
performance by cloud
adoption

Strategic CC possible

R43 logs & tracing
failure

loss or compromise
of operational Logs
(including security
Logs)

Knowledge
Management

SP unlikely

R44 contract issues the contract between
CC and SP does not
include certain criti-
cal elements to help
protect security and
privacy requirements

Compliance CC / SP likely

R45 VM break-
down

virtual resource
breakdown

Knowledge
Management

SP possible

R46 system lock-in system lock-in for
IaaS

Knowledge
Management

SP likely
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Table A.17: Risk Description - continued

Risk
Tolerance
/Appetite

Risk Treatment &
Control Mechanisms

Potential Action
for Improvement

Strategy
and Policy
Development

Reference

high comprehensive research
and investigation on cloud
providers before migration

F6, F11 [4] [5]

high application teams manage
the configuration of the
cloud firewall instead of re-
lying on network engineer-
ing team

F6 [4] [26]

high establish contract with SP,
which should include re-
sponsibilities, policies and
standards in legal,security
and privacy aspects

F8 [26] [25]

medium use alternate resources F4, F11 [37]

medium use middleware that is
compatible with multiple
clouds for IaaS lock-in

F3, F6, F8 [38] [3]
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A.3 Use Cases of Cloud Migration with Risks

Table A.18: Use Cases of Migration

ID Application Initial Topology Migrated Topology Deployment
Model

Migration
Type

Reference

U1 Department of
Citizen Engage-
ment (DoCE)

the email system consists
of several separate email
systems from same vendor
but of varying generations

move the email system to
a single, consolidated plat-
form and provide flexibility
of delivery to varying de-
vices and channels

hybrid I [4]

U2 Company A provides a SaaS service uses IaaS for a hosting so-
lution

public IV [26]

U3 Company B (IT
solution for an
oil and gas com-
pany)

Company B provides a sys-
tem, which consists of a
database server and an ap-
plication server, for Com-
pany C as end users to ad-
dress Company A

migrate quality monitoring
and data acquisition sys-
tem to Amazon EC2

public I / II [24] [25]

U4 University of
Birmingham

outsources email service to
the cloud

public I/II [57]

U5 Children’s char-
ity

hosted on an agency that
provides a shared environ-
ment

move the website and some
business applications into
an hybrid platform cloud

hybrid II [54]
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Table A.18 – continued from previous page

ID Application Initial Topology Migrated Topology Deployment
Model

Migration
Type

Reference

U6 The school of
computer sci-
ence (University
of St Andrews)

computing services (com-
mon services, storage and
network services) are de-
ployed locally on 28 appli-
cation servers and 5 stor-
age servers with 5 full-
time system administra-
tors, 200 desktop machines
which are needed to be up-
graded

services are deployed on 9
application servers and 3
storage servers, some ser-
vices (e.g. network moni-
toring service) are not suit-
able for migration by us-
ing Amazon S3, purchase
physical servers

private II [8]

U7 mobile cloud e-
health applica-
tion

a scalable real-time halth
monitoring and analysis
system, transit data via
bluetooth, use Amazon S3
for storage

public I [58]

U8 Entertainment
Company

deals with single-player
games and multiplayer
games across multiple
cloud platforms

public I [59]

U9 Army Experi-
ence Center

traditional environment,
21 fragmented email
systems

choose a commercially-
available SaaS solution
for Customer Relationship
Management system

private II [60]
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Table A.18 – continued from previous page

ID Application Initial Topology Migrated Topology Deployment
Model

Migration
Type

Reference

U10 an insurance
Company

use computing ability of
public cloud, which deliver
VMs to process enormous
load of information

public III [61]

U11 an online re-
tailer

develop new Web 2.0
storefront application with
hosted developer tooling
and a source code reposi-
tory on one cloud, choose
another cloud provider for
testing

public I/II [61]

U12 a financial in-
vestment com-
pany

use cloud storage provider
to scale the secure hosting
and streaming of videos

public I [61]
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Table A.19: Use Cases with Risks

Risk U1 U2 U3 U4 U5 U6 U7 U8 U9 U10 U11 U12
R1 x
R2 x x x
R3 x x x x
R4 x x x
R5
R6 x x x x x x
R7 x x
R8 x x
R9 x x x
R10 x
R11 x x
R12 x
R13 x x x x x x x
R14 x x x x x x
R15 x x x
R16 x x x x x x
R17 x x
R18 x
R19 x x x x
R20 x x
R21 x x x x
R22 x x
R23 x x x x x
R24 x x x x x
R25 x x x x x
R26 x x
R27 x
R28 x x x x x x
R29 x x
R30 x x x
R31 x x x
R32 x x x
R33 x
R34 x x
R35 x
R36 x
R37 x
R38 x x x x x x
R39 x x
R40
R41 x x x
R42 x x x x
R43 x
R44 x x x x
R45 x
R46 x
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