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Abstract

The condition and location of a business item are of central interest in many business applications such as
supply chain management, manufacturing, or ensuring safety and security for people and goods. Recent
advances in sensor technology allow to transmit condition and location information about goods, materi-
als and people to enterprise software systems in real-time. In this context, complex event processing is an
emerging software technology for detecting business-relevant situations in streams of events and for pro-
viding these detected situations to various business processes. While currently complex event processing
systems are mostly deployed within a single business domain at a limited scale, the cooperative nature
of business applications gives reason that complex event processing will soon address multiple business
domains and involve an increasingly large number of business events. In order to ensure interoperability as
well as efficient utilization of processing and network capability, we motivate the need for heterogeneous
correlation technology in the context of business applications.

In this article we give an overview of the project Distributed heterogeneous event processing (DHEP)
involving the IBM Bdéblingen lab and the Universitdt Stuttgart. In particular, we highlight how business
applications can benefit from using event correlation technology in heterogeneous environments. The key
aspects of the project address the deployment of collections of event correlation rules to a network of
heterogeneous event correlation engines. We give an overview of challenges and possible solutions for the
dynamic configuration of such environments and present our architecture which supports network-wide
cooperation between different correlation engines.

Zusammenfassung

In vielen Geschiftsanwendungen, wie sie beispielsweise in der Logistik, zum Steuern von Produktions-
anlagen oder im Bereich der Sicherheitsiiberwachung von Personen und Gebduden eingesetzt werden,
sind Zustand und Position von Objekten von grofem Interesse. Jiingste Fortschritte im Bereich der
Sensortechnik machen das Wissen iiber Zustand und Position in Echtzeit, verfiighbar. Komplexe Ereignis-
verarbeitung (Complex Event Processing) bietet in diesem Bereich eine Mdglichkeit, die entstehenden
grofen Datenmengen zu verarbeiten und bestimmte Situationen in den Ereignisstrémen zu erkennen.
Derzeit ist die Verarbeitung typischerweise noch zentral und somit auf einzelne Bereiche beschrénkt.
Allerdings entstehen durch die zunehmenden Kooperationen von Geschiftspartnern neue Anforderun-
gen fiir die komplexe Ereignisverarbeitung. Um eine Interoperabilitit und effiziente Ereignisverarbeitung
auch in solchen geschiftsiibergreifenden Szenarien gewéhrleisten zu kénnen, schlagen wir eine heterogene
Ereignisverarbeitung im Kontext von Geschiftsanwendungen vor.

Dieser Artikel gibt eine Ubersicht iiber das Projekt Distributed Heterogeneous Event Processing
(DHEP), das derzeit vom IBM Forschungs- und Entwicklungszentrum Boblingen gemeinsam mit der
Universitit Stuttgart durchgefiihrt wird. Es wird aufgezeigt, wie Geschiftsanwendungen von einer Er-
eigniskorrelation in heterogenen Umgebungen profitieren kénnen. Im Hauptaspekt beschéftigt sich das
Projekt mit der Konfiguration und Verteilung von Korrelationsregeln in einem Netzwerk von heterogenen
Korrelationsknoten. Wir geben eine Ubersicht iiber die sich ergebenden Anforderungen und schlagen még-
liche Losungen fiir eine dynamische Konfiguration vor. Desweiteren prisentieren wir unsere Architektur,
die eine netzwerkweite Kooperation von verschiedenen Korrelationsmaschinen ermdoglicht.



1 Introduction

With the emerging establis-
hment of event-driven soluti-
ons, complex event processing
(CEP) has become increasin-
gly important in the context
of a wide range of business
applications such as supply
chain management, manufac-
turing, or ensuring safety and
security. CEP allows applica-
tions to asynchronously react
to the changing conditions of
possibly many business items
by describing relevant busi-
ness situations as correlation
over many simple and complex
events. Each event corresponds
either to a change of a business
item or the occurrence of a re-
levant business situation.
CEP provides high flexi-
bility in writing and recon-
figuring business applications,
e.g. by decoupling low level in-
formation related to technical
content and high level infor-
mation related to business con-
tent. Consider an organizati-
on that wants to monitor ac-
cess to a restricted area. In
this context, sensor readings
that provide position infor-
mation about movements wi-
thin the area represent tech-
nical data, while the business
application works on process-
relevant events like the entry
of a person into a dangerous
area. Though substituting the
sensor technology might requi-
re new correlation rules to de-
tect such a situation, applicati-
ons that work on this situation
will not require any change at

all.

Most business applications
require CEP systems to satisfy
a couple of core requirements:
i) the language used by a CEP
system needs to be expressi-
ve enough to describe all rele-
vant situations; ii) the proces-
sing has to be fast and effective
to cope with real-time requi-
rements of many applications
and possibly high event rates.

While initial research in
correlation systems (cf. [1, 3])
lack expressiveness (e.g. by al-
lowing only the correlation of
event types), there has been
a development towards highly
expressive and efficient corre-
lation technology [4] satisfying
both requirements.

However, the design of the-
se correlation systems has be-
en inherently centralized, thus
limiting scalability as the num-
ber of event sources increa-
ses in the system. The drama-
tic increase in the complexi-
ty of business situations and
the increase of devices that
contribute to them (e.g. mil-
lions or billions of sensor de-
vices available) seems to con-
firm that indeed more and mo-
re event sources need to be ac-
counted for in the future. This
growth is expected to be am-
plified by the industrial need of
interoperability. Business part-
ners connect their systems in
order to optimize and manage
their collaboration.

Recent research efforts to-
wards distributed correlation
systems (cf. [7, 5, 6, 10, 12,
13]) improve scalability by

distributing correlation rules
over multiple servers. However,
available systems are far less
efficient and expressive than
their centralized counterparts.
Furthermore, these systems ty-
pically consider homogeneous
systems, which means that in
order to detect a situation, all
nodes are required to use the
very same language in descri-
bing the rules as well as the
same engine used to detect the
situation. Interoperability bet-
ween heterogeneous applicati-
ons is only possible, if the same
technology is used. This, howe-
ver, forms an obstacle if busi-
ness situations involve mul-
tiple domains like a logistic
chain does.

In this article we address
the need to cope with hete-
rogeneity in distributed event
correlation systems in order
to i) reuse expressive corre-
lation and efficient technolo-
gy optimized for processing
speed, ii) increase scalabili-
ty by distributing correlation
tasks over various correlation
engines, and iii) allow migrati-
on of correlation tasks between
heterogeneous engines and do-
mains to increase interopera-
bility and availability of cor-
relation results. In particular,
we present a framework that
copes with such requirements
and is currently developed wi-
thin the DHEP project, a col-
laboration between IBM and
the Institute of Parallel and
Distributed Systems (IPVS) of
the Universitit Stuttgart.



2 Dealing with
Heterogeneity

So far there is a large gap
between event correlation sy-
stems adverted in academia
and the ones used in busi-
ness contexts. We argue that
dealing with heterogeneity in
distributed event correlation is
crucial to close this gap and
identify research challenges in
coping with heterogeneity.

2.1 The Gap in Sup-
porting Business
Requirements

Recent research efforts have
addressed the distributed or-
ganization of the event corre-
lation process in order to en-
sure properties like scalabili-
ty, efficiency and reliability. A
distributed setting allows im-
provements on a wide range
of performance characteristics,
such as balancing the load by
distributing correlation tasks
over several nodes, reducing
the overall network usage by
appropriate placement of cor-
relation tasks (possibly close
to the data sources), or incre-
asing the availability by per-
forming correlation tasks at
multiple nodes concurrently.
Hence, one fundamental requi-
rement is the ability to dy-
namically migrate rules bet-
ween different network nodes,
for instance if new application
requirements are introduced,
the network characteristics ha-
ve changed, new consumers of

events are introduced into the
system, or failures occur in the
system (cf. [5, 10]).

Although distributed event
processing has recently evolved
to a major research topic, it
has hardly been deployed in
business applications because
it leaves a gap in supporting
requirements imposed by busi-
ness applications.

A characteristic of cur-
rent, approaches is that they
consider homogeneous engines
for their migration techniques
(cf. [10, 12, 13]), whereas in in-
dustry various correlation en-
gines are deployed to per-
form different tasks. Therefo-
re, migration techniques requi-
re universally comprehensible
rules and the collaboration of
heterogeneous engines, which
are possibly situated in diffe-
rent domains and communica-
te via different network pro-
tocols. Also, in order to ease
the migration process, current
approaches try to keep the re-
source utilization on the nodes
low, which typically leads to
less expressive languages, whi-
le business applications need
high expressiveness.

Moreover, adaptation to
node resource restrictions has
been dealt with by splitting
and distributing queries in re-
search, while a promising ap-
proach is missing that adapts
to node resources not just by
adapting the complexity of the
query but by the deployment
and configuration of correlati-
on engines itself.

Finally, distribution tech-

niques do not seem to be ma-
ture enough to be deployed in
business applications. They ta-
ke into account only static no-
de resources, but ignore im-
portant aspects for business
application, such as dynamic
load, additional restrictions for
the processing of rules, securi-
ty aspects and the proximity to
context data sources that are
necessary for rule processing.
Without these issues being
addressed, distributed event
processing is unlikely to be ap-
plied in business applications.

2.2 Closing the Gap

Closing the gap between aca-
demic distributed solutions
and the needs of business
applications will most like-
ly change the way correlation
technology is deployed.

A first step to maintain
the power of mature correla-
tion technology is to integra-
te it into a distributed cor-
relation network without mo-
difying it itself [7]. In addi-
tion to connecting input and
output of individual powerful
correlation nodes and deciding
which correlation tasks to per-
form at which node, the con-
figuration and deployment of
each correlation machine beco-
mes a main issue.

As an essential part of
this process, the distribution of
correlation rules may depend
very much on the individual
characteristics of the correla-
tion machine. For example, a
machine with scarce resources



may not be capable of perfor-
ming a costly correlation task
but it can nonetheless be char-
ged with low level correlation
tasks to increase the capacity
and efficiency of the correla-
tion system as a whole when
high-performance nodes reach
their capacity bounds. Addi-
tional to node resources, in he-
terogeneous settings, distribu-
ted event processing has to ta-
ke into account available net-
work resources and the desired
degree of reliability of rule pro-
cessing.

In the context of business
applications, it can be obser-
ved that several levels of data
processing are involved. Figu-
re 1 depicts this on the basis
of the logistic chain example.
Here, the arrows highlight the
event flow, with their size indi-
cating the events’ complexity,
and two levels of data proces-
sing represent different com-
plexities of event correlation.
At the technical level, proces-
sing of mainly simple, but fre-
quent data correlations need to
be performed and at the appli-
cation level, correlation tends
to become increasingly com-
plex. The use of identical tech-
nology on both levels may lead
either to a large overhead at
the technical level, thus redu-
cing the throughput, or too
little expressiveness at the ap-
plication level. For example, a
powerful but resource consu-
ming correlation engine is in-
tended to process complex ru-
les at the application level, but
it is likely to be an overkill at

the technical level. Therefore,
using heterogeneous technolo-
gy at different levels can in-
crease the system’s overall ef-
ficiency.

Finally, there is a trend to
spread business processes over
multiple domains. For instan-
ce, in a global logistic chain
several logistic partners ha-
ve to cooperate (e.g. a parcel
service, an airport or a har-
bor). As a result, interopera-
bility between different inter-
acting domains becomes im-
portant in many modern ap-
plications. The dashed arrows
in Figure 1 indicate such a
inter-domain event flow. He-
terogeneous event correlation
can meet this challenge by
enabling efficient communica-
tion between the various cor-
relation engines of the partici-
pating business parties.

2.3 Current State

So far, work on heterogenei-
ty in complex event proces-
sing has mainly addressed in-
teroperability between either
heterogeneous nodes (cf. [6,
12]) or networks (cf. [8, 11,
9]). Typically, the former ap-
proaches assume homogeneous
event correlation technology
while the latter do not allow
rule migration due to langua-
ge disparity. A combination of
both has not been tackled so
far. For instance, the authors
in [8] describe a system that al-
lows communication across dif-
ferent domains and networks,

each handling its own correla-
tion system. However, the con-
figuration is left to the owner
of each domain and rule migra-
tion is not possible.

A first step towards exploi-
ting heterogeneous correlation
technology to increase the sy-
stem’s overall performance is
presented by the authors of [2].
They combine different event
processing engines to increa-
se the system’s overall perfor-
mance, namely a classical cor-
relation engine at the appli-
cation level as well as a fast
stream processing engine at
the technical level. However,
the system has to be set up
manually, and the topic is not
investigated further.

Ontology-based infrastruc-
tures have received more at-
tention recently. For example,
CREAM [9] is a middlewa-
re based on ontologies that
supports event handling from
heterogeneous data in hetero-
geneous environments. It in-
cludes a layered rule proces-
sing structure that is capa-
ble of transferring rules defi-
ned by the user in a basic com-
mon language into various in-
ternal rule representations, de-
pendent on the used optimi-
zation criteria. However, adap-
tion by migrating rules is al-
so not dealt with in this ap-
proach.

2.4 Challenges

We classify the challenges of
Heterogeneous Event Correla-
tion in three different levels:



the interoperability level, the
communication level and the
node level.

To enable interoperabili-
ty between heterogeneous sy-
stems, language translation is
inevitable. To support direct
translation from one correla-
tion language to another, ho-
wever, introduces a large over-
head since every correlation
node needs to be aware of all
possible counterparts. Further-
more, the translation from one
correlation syntax to another
can become fairly complex sin-
ce translation was not the sco-
pe in their design.

Interoperability ~ becomes
even more complex when secu-
rity issues have to be conside-
red. The potential of connec-
ting different correlation sy-
stems causes a problem with
interfering interests of parti-
cipating domains. On the one
hand, a cooperation between
the systems is desired, on the
other hand, the domain ow-
ners do not want to give more
information than needed to
their partners, especially since
correlation rules may contain
confidential business process
information. Therefore it is
important to be able to regula-
te which information is private
and thus has to be processed
locally, and which information
is allowed to be processed on
other domains.

On the communication le-
vel, we have to consider data
proximity. Business event pro-
cessing often uses context in-
formation that has to be app-

lied to the events. The locati-
on of each event’s context in-
formation should be conside-
red when rules have to be de-
ployed and processed.

However, the major rese-
arch challenge on the pla-
cement of rules is coming
along with heterogeneous no-
des. Even in a system that sup-
ports interoperability, we still
may not be able to process all
rules at their optimal position.
The reasons for that are two-
fold. First, a node may not be
capable of processing some ru-
les due to engine or node re-
strictions. Second, nodes may
already be fully loaded and are
not capable of processing any
other rule. In both cases, ano-
ther, maybe suboptimal place-
ment has to be found.

The availability and re-
liability of heterogeneous sy-
stems are also affected by no-
des. Their characteristics, li-
ke location, domain or network
connectivity may have a ma-
jor impact on whether a no-
de is used to ensure availability
or not. Mechanisms to achie-
ve a reliable event correlation
might also have to be investi-
gated within the presence of
heterogeneous systems.

3 DHEP

In the DHEP (Distributed He-
terogeneous Event Processing)
project [15], we are addressing
the challenges introduced in
Section 2.4 by providing event
correlation over heterogeneous

environments. In the followi-
ng we give an overview of the
main concepts (cf. Figure 2) of
our approach.

3.1 Correlation Lan-
guage

Supporting interoperability of
heterogeneous systems and mi-
gration of correlation rules
between them requires some
translation mechanism. Sin-
ce direct translation between
all used languages becomes
far too expensive, we defi-
ne a meta-language to which
all correlation rules that need
to be migrated are transfer-
red. The defined meta lan-
guage is expressive enough
to support even sophistica-
ted correlation languages like
AMIT (IBM Active Middlewa-
re Technology ™) [4]. Hence,
our system can easily be exten-
ded to support a wide range of
correlation technology.

In addition, the meta-
language supports the formu-
lation of restrictions as well
as the definition of sophistica-
ted models representing con-
text information that might be
used during the event proces-
sing, e.g. to enrich events with
additional data.

3.2 Core Com-

ponents

DHEP provides a framework
that enables heterogeneous
event correlation by suppor-
ting communication between
different correlation engines



across the network. Therefo-
re, the engines are not part of
the framework itself but loca-
ted on top of the architecture.
The framework, as it is depic-
ted in Figure 2, is deployed
on each participating correla-
tion node within the network.
Hence, we are not only able
to interoperate between hete-
rogeneous engines across the
network, but also with hetero-
geneous engines on one single
node.

The rule management com-
ponent handles rules that need
to be distributed and deploy-
ed. Basically, the component
stores the currently deployed
rules and their states. This al-
lows migrations without ha-
ving to interact with the inter-
nal state of the underlying en-
gine. This also enables DHEP
to integrate several correlati-
on engines on the same node.
Rule management has sever-
al sub-components attached to
it: 1) the translation of correla-
tion rules is performed inside
a wrapper component which
acts as an interface between
the framework and the engi-
ne; ii) the configuration com-
ponent uses knowledge about
the network and the defined
rule set to find nodes where ru-
les should be deployed (cf. Sec-
tion 3.3).

Event and rule dissemina-
tion is handled by the com-
munication component. Here,
it is important to support no-
des and networks using hete-
rogeneous communication pa-
radigms, since business app-

lications typically use a wi-
de diversity of communication
such as queuing mechanisms,
direct synchronous communi-
cation or an enterprise ser-
vice bus. Thus, we provi-
de a generic interface offe-
ring multiple communication
paradigms. Initially we provi-
de three ways of interaction
in our network: classical direct
communication via sockets, re-
liable communication via mes-
sage queues and a topic ba-
sed publish /subscribe commu-
nication using the Java Messa-
ge Service™ (JMS) [14]. The
communication component is
the basis of the DHEP fra-
mework since every task, eit-
her functional or organizatio-
nal, has to be processed by
it. It enables the distribution
of the correlation process and
therefore the scalability of the
event processing system.

3.3 Network Confi-
guration

The flexibility in placing corre-
lation rules raises also the need
for good placement strategies
that allow to detect situations
efficiently as well as to ensure
the availability of correlation
results in the presence of fai-
lures.

The placement of correla-
tion rules heavily influences
the network’s efficiency. De-
pending on the desired sy-
stem behavior, placement al-
gorithms typically try to opti-
mize specific criteria like end-
to-end latency, load and rule

reusability.

However, when heteroge-
neity comes into play, the pla-
cement problem becomes even
more complex. As described in
Section 2.4, additional factors
like node attributes or availa-
ble engines may have an im-
pact on the placement of cor-
relation rules. In our project
we will face this challenge by
providing rule placement stra-
tegies and network configura-
tion mechanisms that consider
these effects, e.g. by using net-
work and node monitoring.

4 Conclusions &
Future Work

In this article, we have motiva-
ted the need for heterogeneous
event processing so that busi-
ness applications can benefit
from distributed event correla-
tion technology. We have pre-
sented the DHEP framework
which addresses the challen-
ges introduced by heterogenei-
ty. The framework is currently
being implemented and tested
in the context of IBM busi-
ness applications. We are inve-
stigating methods to optimize
placement strategies in the he-
terogeneous context and how
reliable event processing can
be achieved in such a context.
Additionally, we will examine
further the inter-domain event
processing problem.
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