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Abstract. Transacting and interacting through computer networks makes it dif-
ficult to use traditional methods for establishing trust between parties. Creat-
ing substitutes by which people, organisations and software agents can derive
trust in others through computer networks requires computerised analysis of trust
topologies. This paper describes diverse dimensions of trust that are needed for
analysing trust topologies, and provides a notation with which to express trust re-
lationships in terms of these dimensions. The result is a simple way of specifying
topologies of trust from which derived trust relationships can be automatically
and securely computed.

1 Introduction

Modern communication media are increasingly removing us from familiar styles of
interacting and doing business which both rely on some degree of trust between the in-
teraction or business partners. Moreover most traditional cues for assessing trust in the
physical world are not available through those media. We may now be conducting busi-
ness with people and organisations of which we know nothing, and we are faced with
the difficult task of making decisions involving risk in such situations. As a result the
topic of trust in open computer networks is receiving considerable attention in the net-
work security community and e-commerce industry [1–4]. State of the art technology
for stimulating trust in e-commerce includes cryptographic security mechanisms for
providing confidentiality of communication and authentication of identities. However,
merely having a cryptographically certified identity or knowing that the communication
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channel is encrypted is not enough for making informed decisions if no other knowl-
edge about a remote transaction partner is available. Trust therefore also applies to for
example the reliability, honesty and reputation of transaction partners.

Being able to formally express and reason with these types of trust is needed in
order to create substitutes for the methods we use in the physical world, and also for
creating new methods for determining trust in electronic environments. The aim of this
will be to create communication infrastructures where trust can thrive in order to ensure
meaningful and mutually beneficial interactions between players.

In this regard, we intend to describe a notation for specifying topologies of transi-
tive trust, and to discuss ways to reason about trust in such topologies. We first consider
properties of trust: diversity, transitivity, and combination. We then propose a notation
for describing and reasoning about trust, and illustrate how this notation may success-
fully and securely be used to correctly analyse different trust scenarios. Finally, we
identify several requirements that trust measures and operators should satisfy.

2 Trust Diversity

Humans use trust to facilitate interaction and accept risk in situations where complete
information is unavailable. However, trust is a complex concept that is difficult to strin-
gently define. A wide variety of definitions of trust have been put forward [5], many of
which are dependent on the context in which interaction occurs, or on the observer’s
subjective point of view. Deutsch’s definition of trust is commonly used as a starting
point for understanding:

If an individual is confronted with an ambiguous path, a path that can lead to an
event perceived to be beneficial

���������
or to an event perceived to be harmful�	�
���
�

; he perceives that the occurrence of
�	�
�����

or
�	�����
�

is contingent on
the behaviour of another person; and he perceives that the strength of

�	��� � �

to be greater than the strength of
���������

. If he chooses to take an ambiguous
path with such properties, I shall say he makes a trusting choice; if he chooses
not to take the path, he makes a distrustful choice. [6]

While Deutsch breaks trust down further into several different circumstances in
which a trusting choice might be made, he concentrates on the fact that trust “is strongly
liked to confidence in, and overall optimism about, desirable events taking place.” [7]

A similar description of trust has been expressed by McKnight and Chervany and
can be summarised as follows:

Trust is the extent to which one party is willing to depend on something or
somebody in a given situation with a feeling of relative security, even though
negative consequences are possible. [5]

This definition illustrates that non-living material or abstract things can also be trusted
although they do not have a free will to behave honestly or dishonestly in the way
living persons do. McKnight and Chervany also separate between different trust con-
structs, including trusting behaviour which expresses the act of entry into a situation



of dependence, trusting intention which is only the intention to do so, and system trust
which denotes trust in “impersonal structures”, either material or abstract.

Thus, we may say that trust is related to belief in the honesty, reliability, compe-
tence, willingness, etc. of the trusted entity, it being a person, organisation, system.
Trust can also be related to a particular property of material or abstract objects such as
a computer system or our legal institutions. Despite this variation in meanings, many
researchers simply use and assume a definition of trust in a very specific way, such as a
trusted public key which refers to the authenticity of that key.

The repeated uses of the word “perceives” in Deutsch’s definition implies that trust
is a subjective quality individuals place in one another. Additionally, the fact that dif-
ferent entities can have different kinds of trust in the same target entity indicates that
trust is subjective. It is also important to notice that trust is related to the purpose and
nature of the relationship, e.g. an organisation trusts an employee to deal with financial
transactions up to a specific amount, but not above, and that same employee might not
be trusted to make public statements about the organisation.

In order for trust to form topologies it needs to be expressed with three basic di-
versity dimensions [8] where the first dimension represents the trustor or trust origin,
the second represents the trust purpose, and the third represents the trustee or the trust
target. This is illustrated in Fig. 1 below.
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Fig. 1. Basic trust diversity

In addition to the three basic topology dimensions a measure can be associated
with each trust relationship. The trust measure could for example be binary (trusted,
not trusted), discrete (e.g. strong trust, weak trust, strong distrust, weak distrust, etc.)



or continuous in some form (e.g. probability, percentage or belief functions of trust-
worthiness). The topic of expressing and computing trust measures will be discussed in
Sec. 7.

In addition, a fifth important element to a trust relationship is its time component.
Quite obviously trust of the trustor in the trustee regarding a certain purpose at one
point in time might be quite different from this trust after several transactions between
these two entities have taken place. This means, that we can model time as a set of dis-
crete events taking place, where both entities trustor and trustee are involved. However,
even if no transactions take place, a trust relationship will gradually change with time
passing. Therefore, in addition to the discrete changes that are made when events have
occurred, we must also take into account continuous changes to trust relationships.

3 Trust Transitivity

It has been shown [9] that trust is not implicitly transitive. However, a recommendation
system can be used to allow trust transitivity according to explicit conditions.

Trust transitivity means, for example, that if Alice trusts Bob who trusts Clark then
Alice will also trust Clark. This assumes that Bob actually tells Alice that he trusts
Clark, and this will typically happen in a recommendation. In this simple example the
trust origins and trust targets are easily identifiable, but it does not say anything specific
about the trust purposes.

Let us assume that Alice needs to have her car serviced, so she asks Bob for his
advice about where to find a good car mechanic in town. Bob is thus trusted by Alice
to know about a good car mechanic and to tell his honest opinion about that, whereas
Clark is trusted by Bob to be a good car mechanic.

Let us make the example slightly more complicated, wherein Bob does not actually
know any car mechanics himself, but he knows Claire whom he believes knows a good
car mechanic. As it happens, Claire is happy to recommend the car mechanic named
David. The trust origins and targets are again explicit, but it is more tricky to define
exactly for what purpose Alice now trusts Bob. The most obvious is to say that Alice
trusts Bob to recommend somebody who can recommend a good car mechanic. The
problem with this type of formulation is that the length of the trust purpose becomes
proportional with the length of the transitive chain, so that the trust purpose rapidly
becomes an impenetrable expression. It can be observed that this type of trust purpose
has a recursive structure that can be exploited to define a more compact expression
for the trust purpose. Trust in the ability to recommend represents indirect trust and
is precisely what allows trust to become transitive. At the same time this trust always
assumes the existence of a direct trust purpose at the end of the transitive path which in
the example above is about being a good car mechanic.

This observation indicates that the trust purpose of the final leg must somehow be
part of every leg in the trust path. We will express this by defining the two trust variants
indirect and direct and let the trust variant be a parameter in every trust purpose.

Alice would then have indirect trust in Bob to be a good car mechanic, and sim-
ilarly for Bob and Claire. This must be interpreted as saying that Alice trusts Bob to
recommend somebody (to recommend somebody etc.) to be a good car mechanic. On



the other hand Claire would have direct trust in David to be a good car mechanic. The
indirect variant of a trust purpose is recursive so that any transitive trust chain, with
arbitrary length, can be expressed using only one trust purpose with two variants.

The examples above assume some sort of absolute trust between the agents in the
transitive chain. In reality trust is never absolute, and many researchers have proposed
to express trust as discrete verbal statements, as probabilities or other continuous mea-
sures. One observation which can be made from a human perspective is that trust is
weakened or diluted through transitivity. By taking the example above, it means that
Alice’s trust in the car mechanic David through the recommenders Bob and Claire can
be at most as strong as Claire’s trust in David. This is illustrated in Fig. 2 below.

Fig. 2. Trust transitivity

By assuming Alice’s trust in Bob and Bob’s trust in Claire to be positive but not
absolute, Alice’s derived trust in David is intuitively weaker that Claire’s trust in David.

It could be argued that negative trust in a transitive chain can have the paradoxical
effect of strengthening the derived trust. Take for example the case where Bob distrusts
Claire and Claire distrusts David whereas Alice trusts Bob. In this situation Alice might
actually derive positive trust in David, since she relies on Bob’s advice and Bob says:
Claire is a cheater, do not rely on her. So the fact that Claire distrusts David might count
as a pro-David argument from Alice’s perspective. The question boils down to “is the
enemy of my enemy my friend”. However this question relates to how trust is computed
and derived, and we will not go into further detail on this issue here.

We will use the symbol “ � ” to denote initial trust relationships and “
�� � ” to denote

derived trust relationships, so that the trust relationships of Fig. 2 can be expressed as:

Alice
�� � David � Alice � Bob � Claire � David (1)

where the trust purpose is implicit. Let the trust purpose be defined as
�

��� “ trusts �
to be a good car mechanic ”. Let the direct variant be denoted by � � � and the indirect
variant by 	 � � . The trust topology of Fig.2 can then be explicitly expressed as:

Alice ��
 � � �
� �� � David � Alice ��
 	 � ��� � Bob ��
 	 � ��� � Claire ��
 � � ��� � David (2)

The idea of contstructing transitive trust chains based on a single trust purpose with
direct and indirect variants is captured by the following definition.

Definition 1. A valid transitive trust chain requires that every leg in the chain contains
the same trust purpose and that every leg except the last is indirect.



The transitive path stops when a leg is not indirect. It is of course possible for a
principal to have both direct and indirect trust in another principal but that should be
expressed as two separate trust legs. The existence of both a direct and an indirect trust
leg e.g. from Claire to David should be interpreted as Claire having trust in David not
only to be a good car mechanic but also to recommend somebody else for the job.

Let trust measures be denoted by ��� where 	 refers to a specific trust measure, and let
Alice, Bob and Claire’s trust measures be � � , � � and � � respectively. Let time stamps
be denoted by ��� where � refers to a specific time, and let the trust measures be time
stamped � � , � � and � � respectively. Alice’s derived trust measure and time stamp are
denoted by ��� and � � . The trust expression of Fig. 2 can then be expressed as:

Alice ��
 � � �
	 � � 	 � � � �
� � David � Alice ��
 	 � ��	 � ��	 � ��� � Bob ��
 	 � ��	 � ��	 � �
� �

Claire ��
 � � �
	 � ��	 � � � � David
(3)

Claire obviously recommends to Bob her opinion about David as a car mechanic,
but Bob’s recommendation to Alice is ambiguous. It can either be that Bob passes
Claire’s recommendation unaltered on to Alice, or that Bob derives his own direct trust
in David which he recommends to Alice. The latter way of passing recommendations
can create problems and it is better when Alice receives Claire’s recommendation unal-
tered. This will be discussed in more detail in Sec. 5.

4 Parallel Trust Combination

It is common to collect recommendations from several sources in order to be better
informed when making decisions. This can be modelled as parallel trust combination.

Let us assume again that Alice needs to get her car serviced, and that she asks Bob
to recommend a good car mechanic. When Bob recommends David, Alice would like
to get a second opinion, so she asks Claire for her opinion about David. Intuitively, if
both Bob and Claire recommend David as a good car mechanic, Alice’s trust in David
will be stronger than if she had only asked Bob. Parallel combination of positive trust
thus has the effect of strengthening the derived trust. This is illustrated in Fig. 3 below.

Fig. 3. Parallel trust combination



In the case where Alice receives conflicting recommended trust, e.g. both trust and
distrust, then she needs some method for combining these conflicting recommendations
in order to derive her trust in David.

We will use the symbol “,” to denote combination of trust, so that Alice’s combina-
tion of the two parallel trust chains from her to David can be expressed as:

Alice
�� � David �

�
Alice � Bob � David

� 	 � Alice � Claire � David
�

(4)

In the above expression the trust purpose is implicit, and the following expression
makes it explicit with regard to the trust purpose:

Alice ��
 � � ��� �� � David �
�
Alice � 
 	 � ��� � Bob ��
 � � �
� � David

� 	
�
Alice ��
 	 � ��� � Claire ��
 � � �
� � David

� (5)

5 Topology Analysis

Trust topologies can involve many principals, and capital letters
� 	�� 	������ will be used

to denote principals instead of names such as Alice and Bob.
We will first explain why a recommendation should always be passed in its original

form from the recommender to the relying party, and not as secondary derived trust.
Fig. 4 shows an example of how not to provide recommendations.

Fig. 4. Incorrect recommendation

In Fig. 4 the trust and recommendation arrows are indexed according to the order
in which they are formed whereas the initial trust relationships have no index. In the
scenario of Fig.4 � passes his recommendation about � to � and 	 (index 1) so that
� and 	 are able to derive direct trust in � (index 2). Now � and 	 pass their derived
trust in � to

�
(index 3) so that she can derive direct trust in � (index 4). As a result

�
perceives the topology to be

� � � � � � � 	 � � � 	 � � � . The problem with this scenario
is that

�
is ignorant about � so that

�
in fact derives a hidden topology that is different

from the perceived topology:

Perceived topology: Hidden topology:

� � � � � � � 	 � � � 	 � � � 

�

� � � � � � � � � 	 � � � 	 � � � � �
(6)



The reason for this is that � ’s trust � �� � � was derived from � � � � � and 	 ’s trust
	 �� � � was derived from 	 � � � � , so when � and 	 recommend � they implicitly
recommend � � � � � and 	 � � � � [10] but this is hidden from

�
. It can easily

be seen that neither the perceived nor the hidden topology is equal to the real topology,
which shows that this way of passing recommendations produces incorrect results.

We argue that � and 	 should pass the recommendations explicitly as � � � � �
and 	 � � � � respectively, and this is certainly possible, but then

�
needs to be

convinced that � and 	 have not altered the recommendations from � . If � and 	
are unreliable they might for example try to change the recommended trust measures.
Not only that, any party that is able to intercept the recommendations from � , 	 , or
� to

�
might want to alter the trust values, and

�
needs to receive evidence of the

authenticity and integrity of the recommendations. Cryptographic security mechanisms
can typically be used to solve this problem, and this will be discussed in more detail in
Sec.6.

It is thus necessary that
�

receives all the trust recommendations unaltered and as
expressed by the original recommending party. An example of a correct way of passing
recommendations is indicated in Fig. 5

Fig. 5. Correct recommendation

In the scenario of Fig. 5 the perceived topology is equal to the real topology which
can be expressed as:

� �� � � �
� � � � � � � � 	 � � � 	 � � � � � � (7)

The lesson to be learned from the scenarios in Fig. 4 and Fig. 5 is that there is a
crucial difference between recommending trust in a principal resulting from your own
experience with that principal and recommending trust in a principal which has been
derived as a result of recommendations from others. We will use the term primary trust
to denote the former, and secondary trust for the latter. Fig. 4 illustrated how problems
can occur when secondary trust is recommended, so the rule is to only recommend
primary trust [10]. Derived trust is per definition always secondary trust so that for
example,

�
’s derived trust in � in Fig. 5 should not be recommended to others.



Expressing transitive chains in the form of Eq. (3) is not always practical, for ex-
ample when the topology is large, or when only parts of it are known. Instead, each
isolated trust relationship can be expressed individually, and an automated parser can
establish valid topologies depending on the need.

The initial trust relationships of Fig. 5 can for example be listed as in Table 1 below:

Table 1. Initial trust relationships of Fig.5

Origin Target Purpose Variant Measure Time� � �
� indirect � � � �����
	�� ��
�� �����
�

� � �
� indirect � � � � ���
	�� ��
�� �����
�

� � �
� indirect � � � � ���
��� ��
�� �����
�

� � �
� indirect ��� � �����
��� ��
�� �����
�

� � �
� direct ��� � �����
��� ��
�� �����
�

� � �
� direct ��� � � ������� ��
�� �����
�

A parser going through Table 1 will be able to determine the topology of Fig. 5. The
principal

�
can be called a relying party because she relies on the recommendations

from � , 	 and � to derive her trust in � . We will assume that relying parties will
always try to base derived trust on the most recent recommendations. In Table 1 it
can be observed that there are two entries for the trust leg � � � and based on the
principle of the most recent trust, the parser would select the last entry expressed by
� ��
 � � � 	 ��� 	 � � � � � . If the relying party

�
derives her trust in � at time � � , then that

trust can be expressed as:
� ��
 � � � 	 ��� 	 � � � �� � � �

� � � ��
 	 � � 	 � � 	 � � � � � ��
 	 � � 	 � � 	 � � � � � � 	
� � ��
 	 � � 	 � � 	 � � � � 	 ��
 	 � � 	 � � 	 � � � � � � � � 
 � � � 	 ��� 	 � � � � � (8)

The piece of pseudo-code below represents a parsing algorithm that finds a trust
path for a specific origin, target and trust purpose, if it exists, in a set of recommenda-
tions. It evaluates all possible trust paths as true or false, and uses binary logic OR to
combine parallel trust paths. This simplification assumes that trust measures are binary.
As already mentioned, trust can be measured as discrete or continuous values, in which
case a more complex algorithm would be needed.

This simple algorithm can be useful to determine if at least one potential trust path
exists between two principals, and further analysis can then be done to derive the mea-
sure of trust resulting from the topology. The latter must be based on algebraic operators
for computing transitive and parallel trust. This issue will be briefly discussed in Sec 7.

Pseudo-Constructor for a Recommendation:
========================================

Recommendation(Principal origin, Principal target, Purpose purpose,
Variant variant) {

this.origin = origin;
this.target = target;
this.purpose = purpose;
this.variant = variant;

}



Pseudo-code for a simple evaluation algorithm:
==============================================

Output is binary:
true --> there is a trust path
false --> there is none

Definition of functions:
transitivity : --> logical AND
trust combination , --> logical OR

boolean ParseTrust(Principal origin, Principal target, Purpose purpose,
RecommendationSet recs) {

IF ((origin, target, purpose, ‘direct’) IN recs) {
RETURN true;

}
ELSE {

SELECT rec FROM recs WHERE ((rec.origin == origin) AND
(rec.purpose == purpose) AND
(rec.variant == ‘indirect’));

IF (RESULTS_FROM_SELECT == empty) {
RETURN false;

}
ELSE {
Boolean b = false;
FOREACH rec IN RESULTS_FROM_SELECT DO {

b = b OR ParseTrust(rec.target, target, purpose, recs\rec);
}
RETURN b;

}
}

}

6 Integrity and Authenticity of Recommendations

Cryptography can be used to provide authenticity and integrity of recommendations.
This in turn requires that every participant holds a trusted (i.e. authentic) key. The pro-
cess of generating, distributing and using cryptographic keys is called key management,
and this still is a major and largely unsolved problem on the Internet today.

Public-key infrastructures (PKI) simplify key management and distribution but cre-
ate trust management problems. A PKI refers to an infrastructure for distributing public
keys where the authenticity of public keys is certified by Certification Authorities (CA).
A certificate basically consists of the CA’s digital signature on the public key together
with the owner identity, thereby linking the key and the owner identity together in an
unambiguous way. In order to verify a certificate, the CA’s public key is needed, thereby
creating an identical authentication problem. The CA’s public key can be certified by
another CA etc., but in the end you need to receive the public key of some CA out-of-
band in a secure way. Although out-of-band channels can be expensive to set up and
operate they are absolutely essential in order to obtain a complete chain of trust from
the relying party to the target public key.

However, there are potential trust problems in this design. What happens if a CA
issues a certificate but does not properly check the identity of the owner, or worse, what
happens if a CA deliberately issues a certificate to someone with a false owner identity?
Furthermore, what happens if a private key with a corresponding public-key certificate
is leaked to the public domain by accident, or worse, by intent? Such events could lead



to systems and users making totally wrong assumptions about identities in computer
networks. Clearly CAs must be trusted to be honest and to do their job properly and
users must be trusted to protect their private keys.

The concept of trusted platforms introduces additional security features to reputa-
tion systems in general, and uses cryptographic means to secure recommendations and
trust assessments in particular [11]. When including security in the description of our
scheme, it must be assumed that every principal has a public/private key pair that can
be used for authentication and encryption. We can either assume that the public keys
are absolutely trusted (i.e. that the relying party is absolutely certain about their au-
thenticity) or that they too can have various levels of trustworthiness. The easiest is of
course to assume absolute trust, because then the authenticity and integrity of the rec-
ommendations communicated can be assumed, and trust topologies can be analysed as
described in the previous sections.

If on the other hand trust in cryptographic keys can have varying measures, then the
trust in every cryptographic key must be determined before the topology in question can
be analysed. Trust in public keys can be derived from trust in the various components
of a PKI. A method for analysing trust in the authenticity of public keys in a PKI is
described in detail in [10] and it broadly follows the same principles as described in the
previous sections.

The consequence of having to derive trust in public keys is that the relying party
might have to analyse a separate topology for every principal in the topology of interest.
The analysis of the topology of Fig.5 which includes 3 recommendations would for
example require the derivation of the trust in the public keys of � , � and 	 before the
topology itself can be analysed and the trust in the target entity � can be derived. The
analysis of the topology would then have to take the authenticity of the public keys into
account in addition to the trust in the principals. With reference to the scenario of Fig.5
the trust relationships that have to be taken into account are illustrated in Fig.6 below.

Fig. 6. Trust relationships in a topology with authenticated public keys

The existence of two separate trust legs with different purposes, where the first is
targeted at the principal himself and the second at the binding between the public key
and its owner requires some method for combining the two together. Various methods
can be imagined for this purpose and one possibility is to use conjunction (i.e. logical



AND in the binary case) of the two trust purposes[10]. The purpose of the trust tar-
geted at the public key-to-owner binding can typically be described as

�
� � “ trusts the

public key to be authentic ”, and it can be associated with a measure and timestamp
as in the normal case. We will use the symbol “

�
” to denote conjunction of two trust

relationships.
�

’s derived trust in � can then be expressed as:
� ��
 � � �
	 � � 	 � �
� �� � � �
� � � ��
 	 � �
	 � �
	 � � � � 
 � � �
	 ��� 	 � �
� � � ��
 	 � �
	 � ��	 � ��� � 
 � � ��	 ��� 	 � ��� � � � 	
� � ��
 	 � �
	 � ��	 � � � � 
 � � �
	 � ��� 	 � � � � 	 � 
 	 � �
	 � � 	 � ��� � 
 � � �
	 � � �
	 � ��� � � ��� �


 � � � 	 ��� 	 � � � � �

(9)

For a parser to be able to derive this topology, it is of course required that the relying
party

�
has received and stored all these trust recommendations for example in the

form of a table similar to Table 1. Only the first trust purpose in a conjunctive trust
relationship is used by the parser to determine the aactual topology. The second trust
purpose is only used when computing the derived trust measure.

To illustrate the role of key authenticity, take for example the case when a principal
is recommended to be reliable but that the binding between the principal and his key
is broken, e.g. because it is known that the private key has been stolen by an intruder.
The result of the conjunction between trust in the principal and the distrust in his key
would produce distrust, indicating that a principal identified by this particular public
key can not be trusted. This is what intuition would dictate because it is now possible
that recommendations that appear to come from the principal in fact originate from the
intruder who stole the private key and who is not trusted.

7 Measuring and Computing Trust

In previous sections we have used the term “trust measure” without specifying how it
should be expressed or computed, and that is not the topic of this paper. Instead, we have
indicated several intuitive principles that trust measures and computational rules should
follow. Without going into great detail this section describes additional requirements
that trust measures and operators should satisfy.

While trust has no specific measurable units, its value can be measured in a similar
manner to other abstract commodities, like information or knowledge [12]. Many trust
measures have been proposed in the literature varying from discrete measures [13–17]
to continuous measures [10, 18–23].

Typical discrete trust measures are for example “strong trust”, “weak trust”, strong
distrust” and “weak distrust”. PGP[13] is a well known software tool for cryptographic
key management and email security that for example uses the discrete trust measures
“ultimate”, “always trusted”, “usually trusted”, “usually not trusted” and “undefined”
for key owner trust. In order to obtain compatibility between discrete and continuous
methods it should be possible to interpret such discrete verbal statements by mapping
them to continuous measures.

When measuring trust, it is critical that the trust value is meaningful to and usable
by both the origin and the target transacting partners. Otherwise, if trust is subjectively



measured by each party using different methods, the value becomes meaningless and
unusable. By explicitly defining

�
� and

�
� in the scenarios above, we ensure that the

interacting parties have a common understanding of the trust purpose so that they are
deriving meaningful trust values for one another.

The context, or purpose, of the interaction must also be satisfied by the trust mea-
sure. Again, by explicitly defining

�
� , and

�
� , the context becomes clear to all parties

participating in the interaction.
As mentioned in Sec. 2, time is another element that should be captured together

with trust measures. This element is necessary not only to demonstrate how trust is
evolving, but also in order to enable transaction partners to assess trust based on, for
example, the most recent trust value available.

Determining the confidence of the trust measure is also a requirement. For example,
the weakening of trust through long transitive chains should result in a reduced con-
fidence level. On the other hand, a large number of parallel recommendations should
result in an increased confidence level.

Finally, in order to derive trust measures from a topology there must be explicit
methods for combining trust measures in a transitive chain as in Fig.2, for combining
trust measures in parallel chains as in Fig.3 as well as for combining trust measures
in a conjunction of trust relationships as in Fig.6. Various methods and principles for
deriving trust from such combinations have been proposed in the literature [10, 13, 14,
16, 18–20]. The validation and suitability assessment of any computational approach
should be based on simulations and usability studies in environments equal or similar
to those where it is intended for deployment.

8 Conclusion

We have captured the diversity that exists in trust by specifying three basic topology
dimensions, that of trust origin, trust target and trust purpose. Additionally, we have
incorporated the dimensions of measure and time into the specification which are im-
portant for deriving trust measures through computational methods.

We have described principles for recommendation such that transitive trust chains
might be formed which capture the basic trust diversity dimensions. In this regard, we
found that a trust topology is valid when every leg in the chain contains the same trust
purpose with the last leg having direct trust and all previous legs having indirect trust.

We provided a notation with which to express these trust principles and to analyse
topologies of transitive trust. In doing so, we proved the rule that only primary trust
should be recommended, as recommending secondary trust results in incorrect trust
derivation.

We showed also that the parsing of transitive trust chains may be automated such
that trust measures might be derived practically and easily in scenarios where the topol-
ogy is large or where only parts of the topology are known. We presented the pseudo-
code for such a parser.

Finally, we presented a method with which to ensure the integrity and authentic-
ity of recommendations in transitive trust chains, as well as several requirements for
expressing and computing trust measures.
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